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ABOUT ALTIRIS

Altiris, Inc. is a pioneer of IT lifecycle management software that allows
IT organizations to easily manage desktops, notebooks, thin clients,
handhelds, industry-standard servers, and heterogeneous software
including Windows, Linux, and UNIX. Altiris automates and simplifies IT
projects throughout the life of an asset to reduce the cost and complexity
of management. Altiris client and mobile, server, and asset management
solutions natively integrate through a common Web-based console and
repository. For more information, visit www.altiris.com.
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INTRODUCTION

This guide walks you through installing Altiris® Deployment Solution™
software to manage HP* Thin Client computers.

e Requirements

e Deployment Solution Installation

e Post-Installation Tasks

e Configuration Tasks

e Thin Client Management
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REQUIREMENTS Server Requirements

o A dedicated server-class computer running Windows 2003 or
2000 to host your Deployment Server.

e A static IP address.
e .NET 1.1 Framework.
e MDAC 2.7.

Database Requirements

e Microsoft SQL Server 2000 or 2005, or the MSDE run-time
version to host the database.

e TCP/IP enabled on SQL Server 2005 (TCP/IP is enabled by
default on SQL Server 2000). See
http://kb.altiris.com/article.asp?article=27262&p=3

Installing the Deployment Database on the same computer as your
Deployment Server simplifies installation and provides increased
performance, but is not required.

In smaller installations, you can use the MSDE database engine, which
is the free run-time version of SQL Server. This is not recommended for
advanced users due to the lack of database management tools.

An MSDE Web installer is included with Deployment Solution; see
Installing MSDE in Appendix A for instructions.
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DEPLOYMENT Step 1: Prepare an Administrator Account to

SOLUTION Install the Software

INSTALLATION The account you use to install Deployment Solution must be a Windows

Administrator and must possess System Administrator rights on the SQL
Server.

System Administrator database rights can be granted temporarily to this
account and then revoked after the installation completes. These rights
are used to create the database on the SQL Server.

Step 2: Create a Services Account

Create a new local account to run the Deployment server services and
connect to the database. For security reasons, we don’'t recommend
using an existing administrator account which might possess rights
beyond those needed by Deployment Server. This account should not be
tied to a user, should not be part of any group, and should not posses
interactive login privileges.

If your SQL Server is on another computer, make this a domain-level
account or create another local account on the computer hosting SQL
Server with the same credentials.

Step 3: Download the Software

On the server you selected to host Deployment Solution, download:

e Deployment Solution for HP Thin Clients from Altiris
(http://www.altiris.com/download.aspx?product=510)

e FreeDOS ( http://altirisdl.com/BDCqgpl 6.8.8297.frm). FreeDOS is
required to manage computers in preboot.

Step 4: Run the Installation

Note: If your SQL Server is located on another computer, see Installing
Deployment Solution Using a Remote SQL Server for installation
instructions.

1. Run the Deployment Solution for HP Thin Clients installation you
downloaded in Step 3: Download the Software, and then select
Extract & Execute.

2. Select Thin Client Install, and then select Include PXE Server.

3. Click Install.
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4. Provide the credentials for the services account you created in

Step 2: Create a Services Account.

Service uzer name; Service password:

Idsadmin I xxxxxxxxxxxxxxxxxxxxx

5. Select DOS, and then select FreeDOS. Provide the path to the
BDCgpl*.frm file you downloaded in Step 3: Download the

Software.
i+ Dos
— v FresD0OS: |E:HDDcuments and Settingshwize\DezkiophBD Capl_E.8.8297 frm IB
LK
[T Ms-DOS:* 3
F o B _I

6. Click Next, and then Install.
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POST-INSTALLATION
TASKS

When the installation completes, a few additional tasks are required
before configuration.

Step 1: Grant Services Account Database Rights
The services account requires ownership of the database created during

installation.

1. Open Enterprise Manager and connect to your SQL Server.

2. Browse to Security > Logins.

3. Double-click the account you are using to run the Deployment
server services. If the login is not listed, add it.

4. Click the Database Access tab, select the eXpress database,
and enable the db_owner role.

5. Click OK, and verify that the change was successful.

Step 2: Grant Services Account File System
Rights

Grant the services account full control of the Deployment Share.

1.

In Windows Explorer, browse to C:\Program
Files\Altiris\eXpress\Deployment Server.

Right-click this folder and select Sharing and Security.
Click the Security tab.

Click Add, browse to the services account, and then grant Allow
Full Control permissions.

Step 3: Create Domain Join Accounts

The domain join account is used to join or re-join computers to a domain
after imaging. This account should not be tied to a user, should not be
part of any group, and should not posses interactive login privileges.

1.

2.

www.altiris.com

Create a separate domain-level account for each domain in which
you manage computers.

Grant only privileges to add computers to a domain.
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'CI':SIS\IKFISGURATION Most Deployment Solution tasks are performed in the Deployment

Console. Open the Deployment Console using the desktop icon or by
selecting Start > Programs > Altiris > Deployment Solution >
Console.

"—'_. Deployment Console Thin Client Yiew - winZk3stdspl 192.168.241.100 = |EI|1|
File Edit Yiew Operations Tools Help

Ju

New Computers Thin Clients

Computer s... | Action status Product name | Operating

Al Computers

Resources

0 kokal v

Step 1: Add Domain Join Accounts

1. In the Deployment Console, select Tools > Options > Domain
Accounts.

2. Click Add, and then provide the domain and credentials.

x
Domain: Imycompany
User name: [ deploymentoin |
Erssyadl I xxxxxxxxxxxxxxxxxx
Bt s I xxxxxxxxxxxxxxxxx 1
’TI Cancel

Step 2: Specify Default Agent Settings

This lets you provide default settings for each computer when it initially
connects to the Deployment Server.

1. In the Deployment Console, select Tools > Options > Agent
Settings.
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2. Enable Force new agents to take these default settings.

Windows Agent Setting:

“You can force all new agents to take default settings the first time
they connect to the server, even if thew were installed with custom
settings using an input file.

[+ {Force new agents to take these default settings

LChange Default Settings |

3. Click Change Default Settings to change other settings, such as
enabling remote control or data encryption.

The agent installed on Thin Clients is configured to locate your
Deployment Server automatically.

By default, after enabling this option, agents are configured to
connect directly to the Deployment Server and no longer locate the
server using multicast. This provides additional security.
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THIN CLIENT
MANAGEMENT
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After Deployment Solution is installed, Thin Clients connect and appear
in the Deployment Console automatically. After connection, these
computers are ready to receive software, disk images, and configuration
settings.

This section contains a few additional tasks you might want to perform as
you manage Thin Clients.

Add Support for Multicasting

Multicast greatly reduces bandwidth and server load when imaging
multiple computers.

However, the Intel* UNDI universal network driver that PXE uses by
default does not support multicast.

To enable multicast, add the specific network drivers used by your Thin
Clients to the DOS boot configuration in the PXE Configuration Utility by
completing the following instructions:

1. On your Deployment Server, select Start > Programs > Altiris >
PXE Services > PXE Configuration Utility.

2. Select DOS Managed and then click Edit.

— Boot Menu Options for F<E Server: Shared Configuration

Marme | Scope | os | Redirected | Ih uze by DS | frise] |
Mest Device [BIOS/EFI) Shared lp Do
L5 Managed Shared WInEE ) M —l —I

Edi... ))

i

[elete

3. Click Edit Boot Image.

—Menu Item Propertie

I Allow as default FXE boot option

— Pre-boot Image Propertie

O perating Spstem & Processor Dptions —  — Image Creation Methad
oS vV 86 % Boot Disk Creator
1 i = [~ wEd =  Direct fram flappy
1 WinPE * € User supplied
= Wther
Add pre-boat.... | D
* more pre-boot options are available T
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4. Click Edit.

Boot Disk Creator - Edi E Configuration x|

Step 9 of 12- Edit Configuration =
Customize this configuiation, by adding and editing files. To modify a test file, click on the file in the 7’
corfiguration file list and edit the contents in the test viewer. \I:fJ ol

H| Configurations |

[No Description]

(i DOS Managed {MeruOption131)
(L] “%SystemRontsh
B aclient.inp
mapdry bat
- B startup.bat
B winbom.ini
[ wise pnl
(22 WinPE additional files

( w Ed\t?\) | merd | Conce Help

Zd P

5. Click Next to step 3, and then
driver for PXE. This needs to

driver for your hardware types.

deselect Use the Intel UNDI
be replaced with the specific

6. On this screen, select or provide the DOS drivers for your

network adapters.

Creator - Create DOS Configuration x|
Step 3 of 12: DOS Network Adapters E
Select the network adapters that are in the client computers. G/
ks
Metwork adapters
Diesoription [ vendar [ Device [ Diiver -]
Mational Semiconductor Corp. DPE3815 104100 MacPy... 1008 nozo DPg3ms0os
Metgear FA310TX Fast Ethemet PCI Adapter T1AD 0002 NGRFCl.dos
Metgear FA410TX Fast Ethemet PC Card 1385 a7 fa410.dos
Ovislink RTL&139 PCI/Cardbus Fast Ethernet NIC ttshd. doz
Realtek ATLE02I PCI Ethemnet Adapter 10EC 023 peind.dos
Realtek RTLE133 PCI Fast Ethemet Adapter 10EC 133 ttsnd.dos
RTL8165/8110 Family Gigabit Ethemet Adapter 10EC a163 ttgbnd dos
SMC EtherPower Ethemnet/Fast Ethernet Adapter [SMC_. 1011 o014 SMCPwR dos
SMC EtherPower |1 10/100 Ethemet dapter Family 10B8 noos smc9432.dos
SMC EZ Card 104100 [SMC1211T] 113 1211 smel211.dos
SMC EZ CardBus 104100 PC Card [SMCB034) 1113 1211 smcBl34. dos
V1A Rhine Il Fast Ethernat Adapter 1106 3065 fetnd dos
#ircom CardBus Ethemet 10100 Family 1180 o003 chendis.exe
Hircom Ethermet 104100 Family 115D OBEZ... celdndis.exe
4| | 3
Have Disk. Intermet Advanced
™ &llow selection of multiple network adapters
= Use the Intel INDI driver for PXE
< Back I Hest > I Cancel Help
A

7. Click Next, accepting the default values until you complete step
12 of 12, and then click Finish.

Boot Disk Creator - Create PXE Image

Step 12 of 12: PXE Boot Image Creation Complete
Boot Disk Creator has finished creating the Fi<E boot image.

Ny

/\d
]

K1

v Boaot Disk Creatar has finished creating PXE boat image files that boot ta DOS on a client computer.
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In-Depth Management

The standard Deployment Solution interface provides additional
management functionality, including an advanced imaging engine,
scripted operating system installations, remote script execution, and
personality migration.

To view the standard interface, In the Deployment Console select View >
and then deselect Show Thin Client View.

For details on the features of Deployment Solution, select Help >
Product Guide in the Deployment Console.

Manage More Computers

In addition to Thin Clients, Deployment Solution can manage:
e Windows, Linux, and Mac desktops, including Windows Vista
e Windows and Linux servers
e Server Blades
e 64-bit AMD, Intel, and Itanium computers.

Visit www.altiris.com for information on licensing.
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APPENDIX A: This section contains instructions on using the MSDE database engine,
SUPPLEMENTAL installing Deployment Solution using a remote SQL Server, and a list of
TASKS the network ports used by Deployment Solution.

Installing MSDE
1. Run the Deployment Solution for HP Thin Clients installation you
downloaded in Step 3: Download the Software, and then select
Extract & Execute.

2. Select Simple Install Helper. When prompted, click Yes to install
MSDE. An internet connection is required.

": Install Helper Software Installation - Step 2 of 2

A standard Microsoft SO server is not installed on vour local computer, It is required
for a Simple install, IF vou are doing a Custom install and will be using a named instance
or a remoke 0L server, you do not need to install this software locally, The Install
Helper can install the Microsoft SGL Server 2000 Deskbop Engine (MSDE 2000} SP3a on
your local computer. The "sa" password will be set to "altiris".

If vou are prompted ko reboat during the process, itis OK to answer Yes because there
isn't any more third party software ko be installed.

Do wou want to install this optional software on the local computer?

Yes ] |

3. When the MSDE installation completes, restart the computer and
install according to the instructions in Step 4: Run the
Installation.

Installing Deployment Solution Using a Remote
SQL Server
1. Run the Deployment Solution for HP Thin Clients installation you
downloaded in Step 3: Download the Software, and then select
Extract & Execute.

2. Select Custom Install, and then click Install.

3. Provide the credentials for the services account you created in
Step 2: Create a Services Account.

Service uzer name; Service password:

Idsadmin I xxxxxxxxxxxxxxxxxxxxx
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4. Provide the SQL Server instance, port, and database name.

Select the Microzoft SAL Server Instance where pou would like pour
Deplopment D atabase to be installed. “You can overde the SOL port number
if you select a Mamed Instance. Y'ou can alzo change the default databaze

name.

[~

SOL Port Mumnber: I‘I 433

Database Mame IEXDTESS

If Microsoft SOL Server is not installed, cancel this installation and install the Microsoft
SOL Server Desktop Engine (MSDE). Then restart this installation.

If the account you are using to install has System Administrator
rights on the SQL Server, select Windows NT Authentication.
Otherwise, select SQL Server authentication and provide
credentials.

Select FreeDOS, and then provide the path to the BDCgpl*.frm
file you downloaded in Step 3: Download the Software.

+ DOS
L0y

F e B

v FreeDOs: |E:HDDcuments and Settingztwizeh\DezktophED Cgpl_6.8.82397 frm
[T Ms5-Dos:®

L]
[

7. Complete the remaining prompts, accepting the default settings
and then click Install.

Network Ports
Deployment Solution uses the network ports in the following table.

Port | Protocol | Where is this port opened?
402 | UDP e Deployment Server
e Deployment Agent
The Deployment Server and each Thin Client you want
to manage needs to accept data on this port.
505 | TCP e Remote SQL Server

This is the standard port where SQL Server accepts
TCP traffic.

If your SQL Server is on the same computer as your
Deployment Server you do not need to configure this
port.

12 < Thin Client Getting Started
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The Altiris PXE Server uses the network ports in the following table.
Ensure that traffic on these ports is allowed on your network.

Port | Protocol | Where is this port opened?

67 UDP e PXE Server

68 e PXE Client

4011 These are the industry standard ports used by PXE to
remotely boot clients and locate PXE servers.

69 UbP e PXE Server

1758 o PXE Client

1759 These are the industry standard ports used by PXE to
send boot files using TFTP.

Additional network port information is contained in the Deployment
Solution Product Guide (select Help > Product Guide in the Deployment
Console).

www.altiris.com
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