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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers automatic software upgrade protection
m Global support that is available 24 hours a day, 7 days a week
m Advanced features, including Account Management Services

For information about Symantec’s Maintenance Programs, you can visit our Web
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information
m  Available memory, disk space, and NIC information

m Operating system
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m Version and patch level
m Network topology
m Router, gateway, and IP address information
m Problem description:
m Error messages and log files
m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/
Customer Service is available to assist with the following types of issues:
m Questions regarding product licensing or serialization
m Product registration updates, such as address or name changes
m General product information (features, language availability, local dealers)
m Latest information about product updates and upgrades
m Information about upgrade assurance and maintenance contracts
m Information about the Symantec Buying Programs
m Advice about Symantec's technical support options
m Nontechnical presales questions

m Issues that are related to CD-ROMs or manuals
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Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region

as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Symantec Early Warning Solutions These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

Managed Security Services These services remove the burden of managing and monitoring security devices
and events, ensuring rapid response to real threats.

Consulting Services Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Educational Services Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.
To access more information about Enterprise services, please visit our Web site
at the following URL:
www.symantec.com

Select your country or language from the site index.
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Introducing Symantec
mobile security

This chapter includes the following topics:

m About Symantec Endpoint Protection, Mobile Edition

m What’s new in Symantec Endpoint Protection, Mobile Edition
m How the mobile security software works

m Where to get more information about Symantec Endpoint Protection, Mobile
Edition

About Symantec Endpoint Protection, Mobile Edition

Symantec Endpoint Protection, Mobile Edition provides integrated security and
management capabilities for today’s mobile devices. Today, many mobile devices
contain confidential and sensitive data. The need to manage and secure these
devices is strong.

Symantec Endpoint Protection, Mobile Edition includes the following core
components:

m The Symantec Endpoint Protection, Mobile Edition client software is installed
on the mobile devices that you want to protect. It includes antivirus, antispam,
firewall, and risk management in a single client.

m Symantec Management Platform is installed on an administrator’s computer.
You manage mobile security policies in the Symantec Management Console.
You can also manage mobile security reports and notifications, or you can use
another mobile device management system.
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m The Symantec Mobile Security Solution is the mobile security management
plug-in to the platform. The solution includes mobile security policies, reports,
notifications, and risk management.

Symantec Network Access Control, Mobile Edition is available for purchase
separately. This product provides Host Integrity checks to make sure that the
security software on your devices complies with your organization's security
policies.

Symantec Management Platform includes the following components:
m Notification Server

The platform service that provides event processing, communication, and
coordination with other platform services

m Configuration Management Database (CMDB)
The platform database

m Symantec Management Console
A Web-based user interface that lets you manage your mobile security products

For more information about Symantec Management Platform, see Symantec
Management Platform User’s Guide, chapter 1, "Introducing the Symantec
Management Platform." Or search for components in the platform Help.

What’s new in Symantec Endpoint Protection, Mobile

Edition

Symantec Endpoint Protection, Mobile Edition version 6.0 includes the following
new capabilities:

m Integration with the Symantec Management Platform to provide centralized,
over-the-air device management

m Support for device management by third-party products
m Integrated support for Windows Mobile and Symbian operating environments

m Automatic updates from LiveUpdate to keep mobile devices current with threat
definitions and software updates

m A new alerting and notification system that provides automated monitoring
of device health and status
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How the mobile security software works

The Symantec Endpoint Protection, Mobile Edition client software on the device
protects devices from threats, logs events, and updates components regularly. It
also includes the Symantec Mobile Security Agent to provide communication
between the device and the Notification Server computer.

See “How mobile devices are protected” on page 14.
See “How devices communicate with the management server” on page 15.

To configure the client software, you create policies by using the Symantec Mobile
Security Solution.You can create the following types of policies:

m Device protection. These policies include antivirus and firewall protection. If
you purchase Symantec Network Access Control, Mobile Edition, they also
include Host Integrity checking and a firewall that is deployed if a Host
Integrity check fails.

m Device and software management. These policies include settings for logging
and updates, licensing, communication between the client and the server, and
risk mitigation.

See “How you can manage your devices” on page 13.

See “Creating and applying security policies” on page 30.

How you can manage your devices

Symantec Endpoint Protection, Mobile Edition is designed to be managed by using
the Symantec Mobile Security Solution, which runs on the Symantec Management
Platform. You can use the mobile solution to create and apply policies and review
reports about the health and status of your devices. You can also use other
components of the platform to create notifications and alerts, to view logs, and
to customize your management environment.

See “Creating and applying security policies” on page 30.

See “About monitoring device security in Symantec Management Platform”
on page 55.

You can also manage your devices by using a third-party device management
system. You must use the mobile solution to create policies. You can export the
policies to an XML file, however, and you can deploy this file by using any available
method. You can use your third-party tools to install the client software on the
devices, apply policies, upload logs, and analyze the File Access Log.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.
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See “Creating and applying security policies” on page 30.
See “About event logging” on page 56.

See “How the mobile security software works” on page 13.

How mobile devices are protected

Symantec Endpoint Protection, Mobile Edition protects your organization’s
network and the devices that connect to it by providing antivirus protection and
a firewall.

Antivirus protection provides real-time scanning of files as users access them on
their devices. It also provides scheduled scans, on-demand scans, and repair
options.

See “About managing mobile antivirus protection” on page 34.

Antivirus protection works together with Symantec LiveUpdate to ensure that
your devices receive timely updates to threat definitions and the product software.

See “About updating devices” on page 49.

Firewall protection lets you restrict network traffic on your devices. You can
choose from three predefined protection levels. Each level consists of a series of
rules that block or allow specific types of network traffic.

If none of these levels meets your company’s needs, you can create a custom
protection level. To create a custom protection level, you can choose from a large
list of predefined firewall rules, or you can create your own rules.

See “About managing the firewall” on page 40.

Event logs also provide details about all security-related events that occur on your
devices. You can view the raw log data, or you can review a set of reports that
present key information about device status and events.

See “About event logging” on page 56.

Symantec Endpoint Protection, Mobile Edition also helps to mitigate the risks to
your company’s data if a device is lost or stolen. You can enable the File Access
Log toretrieve a list of sensitive files that were accessed on a lost or stolen device.

See “About managing a lost or stolen device” on page 59.

If you purchased Symantec Network Access Control, Mobile Edition, you can also
protect your network against connections by any device that does not comply
with your company’s security policies. Network Access Control uses a series of
Host Integrity checks to verify that your devices are compliant. If the checks
indicate noncompliance, you can deny access to your network.

See “About Symantec Network Access Control, Mobile Edition” on page 69.
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How devices communicate with the management server

The Symantec Endpoint Protection, Mobile Edition client software includes the
Symantec Mobile Security Agent. The agent communicates with the server to
perform the following actions:

m Upload device inventory to the server.
See “Mobile Security Agent Policy settings” on page 28.

m Upload logs to the server.
See “About event logging” on page 56.
See “About managing a lost or stolen device” on page 59.

m Receive and apply new security and management policies.
See “About mobile security policies” on page 28.

m Receive and apply SMS commands for risk mitigation.
See “Retrieving the File Access Log from a device” on page 61.

You create a policy for the agent in the same way that you create a policy for other
components of the software. You also create and deploy an agent installation file
that is downloaded to the devices when the software is installed. This file provides
the information that the device requires to communicate with the server.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

Where to get more information about Symantec
Endpoint Protection, Mobile Edition

Sources of information include the following documents:

m Implementation Guide for Symantec Endpoint Protection, Mobile Edition and
Symantec Network Access Control, Mobile Edition (PDF)

m  Symantec Management Platform User’s Guide (PDF)

m  Symantec Management Platform Installation Guide (PDF)

m LiveUpdate Administrator’s User’s Guide (PDF)

m LiveUpdate Administrator’s Getting Started Guide (PDF)

m Readme files, which are located in the root folder of the product disc

m Online Help that contains content about the platform and the mobile security
solution

The PDF documentation is available in the Documentation folder on the product
discs. Some individual component folders contain component-specific

15
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documentation. Updates to the documentation are available from the Symantec
Technical Support Web site.

The online Help and other materials are available in the Documentation Library.
The Library is available from the Help menu on the Symantec Management

Console.
Table 1-1 Symantec Web sites
Types of information Web address

Symantec Endpoint Protection, | https://www4.symantec.com/Vrt/offer?a_id=82291
Mobile Edition trialware

Public knowledge base http://www.symantec.com/techsupp/enterprise/

Releases and updates http://www.symantec.com/business/support/

o e o o
Manuals and documentation overview jsp?pid=56351

updates

Contact options

Release notes and additional
post-release information

Virus and other threat http://securityresponse.symantec.com
information and updates

Product news and updates http://enterprisesecurity.symantec.com

Symantec mobile security https://www-secure.symantec.com/connect/security/
forums forums/mobile-security
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Installing Symantec mobile
security components

This chapter includes the following topics:

System requirements for Symantec Endpoint Protection, Mobile Edition

Installing Symantec Management Platform and the Symantec Mobile Security
Solution

Installing Symantec Endpoint Protection, Mobile Edition on the devices
Converting an unmanaged client to a managed client

About upgrading Symantec Endpoint Protection, Mobile Edition
Uninstalling Symantec Endpoint Protection, Mobile Edition

About licensing for Symantec Endpoint Protection, Mobile Edition

About migrating from earlier versions to Symantec Endpoint Protection, Mobile
Edition, version 6.0

System requirements for Symantec Endpoint
Protection, Mobile Edition

The Symantec Mobile Security Solution has the same system requirements as the
Symantec Management Platform. The following list provides a summary of these
requirements. For detailed platform system requirements, see Symantec
Management Platform Installation Guide.

The solution requires Symantec Management Platform version 7.0, Service Pack
2 (SP2) Hot Fix 1 (HF1) or later. If you do not already have Symantec Management
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Platform installed, you must install it together with the solution. You can also
upgrade to the required version when you install the solution.

Table 2-1 System requirements for Symantec Mobile Security Solution

Component Minimum requirements

Processor Pentium 4, 1.8 GHz; larger recommended for large
systems

RAM 1 GB; more recommended for large systems

Hard disk 5 GB free disk space; more recommended for large
systems

Operating system Microsoft Windows Server 2003

Database Microsoft SQL Server 2005

Note: SQL Server Express Edition is supported
only for a system that manages fewer than 500
clients.

Miscellaneous Microsoft .NET 3.5
11S 6.0

Internet Explorer 7.0

See “Installing Symantec Management Platform and the Symantec Mobile Security
Solution” on page 19.

System requirements for the client software are the same for Symantec Endpoint
Protection, Mobile Edition and for Symantec Network Access Control, Mobile

Edition.
Table 2-2 System requirements for the client software on the device
Component Minimum requirements
Operating system on the device Windows Mobile 5.0/6.0/6.1
Symbian OS versions 9, 9.1, 9.2, and 9.3. These
versions are available on S60 devices.
Operating system on the client m Windows XP Home Edition/Professional
computer Edition with Service Pack 2
m Windows Vista
Memory on the device (installation For Windows Mobile, 2.5 MB RAM
footprint) For Symbian, 1.1 MB RAM




Installing Symantec mobile security components | 19
Installing Symantec Management Platform and the Symantec Mobile Security Solution

Table 2-2 System requirements for the client software on the device
(continued)

Component Minimum requirements

Synchronization software on the client | On a computer that runs Windows XP:

computer m To synchronize with Windows Mobile 5

devices: ActiveSync 4.1 or later
m To synchronize with Windows Mobile 6
devices: ActiveSync 4.5 or later

On a computer that runs Windows Vista:
m Windows Mobile Device Center 6.0

To synchronize with Symbian devices on a
computer that runs any version of Windows:

B The device manufacturer’s version of PC Suite

LiveUpdate Wireless Wireless Internet support that uses the built-in
TCP/IP stack.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

Installing Symantec Management Platform and the
Symantec Mobile Security Solution

You install Symantec Management Platform and the Symantec Mobile Security
Solution by using Symantec Installation Manager. Symantec Installation Manager
is available from the mobile products trialware download page. For detailed
information about the installation manager and installing the platform products,
see Symantec Management Platform Installation Guide.

For more information, see the following document in the Symantec Knowledge
Base: Installing the Symantec Management Platform products (document 45732).

See “System requirements for Symantec Endpoint Protection, Mobile Edition”
on page 17.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

The following procedure provides a summary of the steps that are required to
install the platform and the solution.


https://kb.altiris.com/article.asp?article=45732&p=1
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To install Symantec Management Platform and the Symantec Mobile Security

Solution

1 Download the mobile security trialware from the following location:
https://www4.symantec.com/Vrt/offer?a_id=82291

2 Onthe Software Download page, click Download Now for Symantec Mobile
Security Solution, and follow the on-screen instructions to set up Symantec
Installation Manager.

3 Check Automatically launch Symantec Installation Manager, and click
Finish.

4  On the Install New Products page, in the Available products list, select the
mobile security solution and the platform, and click Review selected products.

5 Onthe Selected Products and Features page, verity that the correct products
are selected, and click Next.

6 Onthe End User License Agreement page, check I accept the terms in the
license agreements, and click Next.

7 On the Install Readiness Check page, verify that the computer meets the
minimum requirements, and click Next.

8 On the appropriate pages, configure Notification Server and the database,
and click Next.
For details about the information that these pages require, see Symantec
Management Platform Installation Guide, chapter 3, "Installing the Symantec
Management Platform products."

9 Skip the Computers to Manage page, unless you install other solutions that

require it at the same time as the mobile security solution, and click Begin
install.

10 Click Finish.

Installing Symantec Endpoint Protection, Mobile
Edition on the devices

You can install the client software in any of the following ways:

By creating a download site on the Notification Server computer

If you use this method, you install the Symantec Management Platform and
the Symantec Mobile Security Solution first. The download site contains the
client installers and an agent installation file. You create the agent installation
file by using the Symantec Mobile Security Agent policy page in the Symantec
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Management Console. This file contains the settings to establish
communication between the device and the Notification Server computer.

m Byrunning the product disc on a client computer and synching the device with
the computer. Insert the disc, and follow the instructions on the screen.

Note: This method installs an unmanaged client.

See “Converting an unmanaged client to a managed client” on page 22.

m By using a third-party device management system
See your device management system documentation for more information.

See “System requirements for Symantec Endpoint Protection, Mobile Edition”
on page 17.

See “Installing Symantec Management Platform and the Symantec Mobile Security
Solution” on page 19.

The client installers are located in the following folders on the product disc:

m For Symbian devices:
INSTALL\symbian\

m For Windows Mobile devices:
INSTALL\windows_mobile

To create the agent installation file

1 Inthe Symantec Management Console, go to Manage > Policies > Symantec
Mobile Security Policies > Mobile Security Agent Policy.

2 Enter the settings for the following items:
m Notification Server Address
m Notification Server Port

m Notification Server Token
The token is a string that you create. It must contain exactly eight
alphanumeric characters. Symbols are not allowed.

m Protocol
See “Mobile Security Agent Policy settings” on page 28.

3 At the bottom of the agent policy page, click Create Agent Installation File,
and save the file to any convenient location.

You may find it convenient to save the file to the location that is required for
the download site.

21
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To install the client software by creating a download site
1 Do either of the following:

m Place the Windows Mobile .cab file and the agent installation file in the
following location:
Notification Server Install
Folder\Agent\Agent.InstallPackage\windows_mobile

m Place the Symbian .sis file and the agent installation file in the following
location:
Notification Server Install Folder\Agent\Agent.InstallPackage\symbian

2 Send the following URL to your device users:

http://ServerAddress/altiris/ns/agent/MobileDownloads.aspx

Converting an unmanaged client to a managed client

If your device users install the client software by running the product disc and
synching their devices with their computers, they install unmanaged clients. To
convert these unmanaged clients to managed clients, the agent installation file
must be placed in the correct location on the device.

To convert an unmanaged client to a managed client
1 Create the agent installation file.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

2 Make the file available to your users.

You can email the file, or you can provide a download link. Users can download
the file from the same location where they download the managed client.

Caution: The file is in XML format. Most email clients do not allow XML
attachments. To email the file successfully, you can change the file extension
to .txt before you send the file. Tell your users to change the extension back
to .xml after they download the file.

3 Instruct your users to place the file in the following locations on their devices:
m On Windows Mobile devices: \My Documents\

m On Symbian devices: C:\data\
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About upgrading Symantec Endpoint Protection,
Mobile Edition

You upgrade the Symantec Mobile Security Solution by running Symantec
Installation Manager and selecting the new version to upgrade to.

See “Installing Symantec Management Platform and the Symantec Mobile Security
Solution” on page 19.

You upgrade the client software on your organization’s devices in the following
ways:

m By having your users run the product disc and following the on-screen
instructions

Caution: If you choose this method, the software is upgraded to an unmanaged
client.

m By creating a new download site that includes the client version to upgrade
to, and having your users download the software
See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

Before your users upgrade the client software, they should make sure to back up
their data.

Uninstalling Symantec Endpoint Protection, Mobile

Edition

You uninstall the Symantec Mobile Security Solution by running Symantec
Installation Manager. You can uninstall Symantec Management Platform by using
either of the following methods:

® Running Symantec Installation Manager

m Using Windows Add/Remove Programs.
You also use Windows Add/Remove Programs to uninstall Symantec
Installation Manager.

See “Installing Symantec Management Platform and the Symantec Mobile Security
Solution” on page 19.

For detailed information about uninstalling Symantec Management Platform
products, see Symantec Management Platform Installation Guide.
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Your device users uninstall the client software on their devices themselves.

To uninstall the Symantec Mobile Security Solution

1
2

On the Notification Server computer, go to Symantec Installation Manager.

On the Installed Products page, select Symantec Mobile Security Solution,
and then click Uninstall.

Click Yes, and then click Finish.

If necessary, repeat the same steps to uninstall the platform.

To uninstall the client software on a Windows Mobile device

Go to Start > Settings > Remove Programs.
Select Symantec Endpoint Protection.
On some devices, select Remove.

Select Yes when the confirmation message appears.

To uninstall the client software on a Symbian device

1
2

Go to Application Manager on the device.

In the list of programs, select Symantec Endpoint Protection, and then select
Remove.

Confirm any additional steps.

Restart the device.

About licensing for Symantec Endpoint Protection,
Mobile Edition

You should make sure to provide a license file to the devices in your organization.
Otherwise, awarning message appears on the device after nine months, and every
six months thereafter.

You can provide the license file in the following ways:

Create and apply a license policy in the Symantec Management Console.
See “Creating and applying security policies” on page 30.
See “Mobile License Policy settings” on page 25.

Push the license file by using a third-party device management system. Place
the license files in the following locations on the devices:

For Windows Mobile devices: c:\Program Files\Openbit\LicenseManagers\
For Symbian devices: c:\system\data\lm\
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Mobile License Policy settings

You can use the Mobile License Policy page to provide licenses to the devices in
your organization. You can export the policy to an XML file that you push to mobile
devices by using a device management system. Or you can apply the policy by
using the Symantec Management Console.

See “About licensing for Symantec Endpoint Protection, Mobile Edition”

on page 24.
Table 2-3 Mobile license policy settings
Setting Description
License for Symantec Endpoint Type the license code that you received when you
Protection, Mobile Edition: purchased Symantec Endpoint Protection, Mobile
Edition
License for Symantec Network Type the license code that you received when you
Access Control, Mobile Edition: purchased Symantec Network Access Control, Mobile
Edition

About migrating from earlier versions to Symantec
Endpoint Protection, Mobile Edition, version 6.0

If you run an earlier version of Symantec mobile security products, you can migrate
the following versions of the client software to Symantec Endpoint Protection,
Mobile Edition, version 6.0.

Windows Mobile devices:

m Symantec Mobile AntiVirus, version 4.0 or later

m Symantec Mobile Security Suite, version 5.0 or later

m Norton Smartphone Security, version 5.0.2 or later

Symbian devices:

m Symantec Mobile Security, Corporate Edition, version 4.1 or later
m Norton Smartphone Security, version 5.0.2 or later

Symantec Endpoint Protection, Mobile Edition, version 6.0 does not support
migration from earlier versions of the management components.
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Creating and applying
policies

This chapter includes the following topics:
m About managing mobile security policies
m About mobile security policies

m Creating and applying security policies

About managing mobile security policies

You configure security for the mobile devices in your organization by applying
protection and management policies to them.

See “About managing device protection” on page 33.
See “How the mobile security software works” on page 13.

You create these policies by using the Symantec Mobile Security Solution,
regardless of how you manage your organization’s devices. You can apply the
policies to the devices in one of the following ways:

m By using the platform

m Byexporting the policies in XML format. You can push these XML files to your
devices by using any mobile device management system

See “Creating and applying security policies” on page 30.

If you manage your devices by using Symantec Management Platform, you must
apply a policy for the Symantec Mobile Security Agent. The mobile security agent
provides communication between the device and the Notification Server computer.

See “Mobile Security Agent Policy settings” on page 28.
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For general information about applying policies in Symantec Management
Platform, see Symantec Management Platform User’s Guide, chapter 14, "Using
Policies." Or search for policies in the platform Help.

About mobile security policies

You can configure device settings for the following features of Symantec Endpoint
Protection, Mobile Edition:

m Mobile Security Agent
See “Mobile Security Agent Policy settings” on page 28.

m  Antivirus
See “Mobile Antivirus Policy settings” on page 35.

m Event Log
See “Mobile Event Log Policy settings” on page 57.

m File Access Log
See “Mobile File Access Log Policy settings” on page 60.

m Firewall
See “Mobile Firewall Policy settings” on page 41.

m LiveUpdate
See “Mobile LiveUpdate Policy settings” on page 50.

m Network Access Control
See “Mobile Host Integrity Policy settings” on page 70.

You also use a policy page to generate an SMS command for risk mitigation.

Mobile Security Agent Policy settings

The Symantec Mobile Security Agent is the software component on the device
that establishes communication between the Notification Server computer and
the mobile devices in your network. On the Mobile Security Agent policy page,
you specify how your devices communicate with the server, and identify the server
that they communicate with. You use part of this policy to create the agent
installation file, which is required to install a managed client on your devices. You
apply the rest of the policy by using the Symantec Management Console.

See “Installing Symantec Endpoint Protection, Mobile Edition on the devices”
on page 20.

See “How devices communicate with the management server” on page 15.
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Table 3-1 Mobile agent policy settings

Setting

Description

Download new configuration every:

Specify how often the device downloads a
new policy file from the server

Upload basic inventory every:

Specify how often the device uploads the
inventory to the server

Basic inventory includes the following data:
IMEI and IMSI of the mobile device
Device model

OS type and version

Symantec software installed and version

Device phone number (Windows Mobile
only)

Device status

Device user name

User email address

Symantec product license information

Upload device log every:

Specify how often the device uploads the
event log to the server.

Notification Server address:

Specify the IP address of the server that the
device uploads information to.

Notification Server port:

Specify the port on the server that the device
uses to upload information.

Notification Server token:

Specify the token that is used to authenticate
communication between the device and the
server.

The token must contain exactly eight
alphanumeric characters. Symbols are not
allowed.

Protocol:

Specify whether the mobile agent uses HTTP
or HTTPS to communicate with the server.

29



30 | Creating and applying policies
Creating and applying security policies

Table 3-1 Mobile agent policy settings (continued)
Setting Description
Privacy settings Specify whether to exclude certain user data

from the device inventory that is uploaded
to the management server.

The following data can be excluded from the
inventory:

Device IMEI

Device phone number

Device user name

User email address

Note: These settings are important for
compliance with regional privacy
regulations.

Creating and applying security policies

If you manage mobile devices by using the Symantec Management Platform, you
create security policies and apply them on the same page of the management
console.

If you manage mobile devices by using another mobile device management system,
you create security policies in the Symantec Management Platform. You can then
export a single policy XML file that contains all your policy settings. You can use
any mechanism to push this file to the devices.

See “About managing mobile security policies” on page 27.
To create security policies

1 Inthe Symantec Management Console, go to Manage > Policies > Mobile
Security > name of individual policy.

2 Specify the settings that you organization’s security policies require, and

click Save changes.

For information about applying policies in Symantec Management Platform, see
Symantec Management Platform User’s Guide, chapter 14, "Using Policies." Or
search for policies in the platform Help.
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To apply security policies by using another device management system

1

In the Symantec Management Console, create the individual security policies
that you require.

Go to Manage > Policies > Mobile Security > Mobile Agent Policy.
At the bottom of the policy pane, click Export All Policies as Single XML File.

In the Select Policy to Export window, check the individual policies that you
want to push to your devices, and click Export.

Save the XML file to any location.

Push the XML file to your devices by using your device management system.
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Managing device protection

This chapter includes the following topics:

About managing device protection

About managing mobile antivirus protection
Mobile Antivirus Policy settings

File Exclusions

Excluding files from scans

About managing the firewall

Mobile Firewall Policy settings

Creating a custom protection level for the firewall

About managing device protection

You manage the protection software on your devices by configuring settings for
antivirus protection, the firewall, and security updates. You create and apply the
policies that control these settings. You also use policies to manage the components

of the software that support device protection.

See “About managing mobile security policies” on page 27.

For general information about applying policies in Symantec Management
Platform, see Symantec Management Platform User’s Guide, chapter 14, "Using

Policies." Or search for policies in the platform Help.

You also review the status of device protection in your organization by reviewing

reports, logs, notifications, and reports.

See “About monitoring device security in Symantec Management Platform”

on page 55.
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Table 4-1 Managing device protection
Protection Description
component
Mobile antivirus Protects against virus and spam threats on the device.

See “About managing mobile antivirus protection” on page 34.

Mobile firewall Protects against network attacks on the device.

See “About managing the firewall” on page 40.

LiveUpdate Wireless Provides any available updates to product software and threat
definitions files on the device.

See “About updating devices” on page 49.

About managing mobile antivirus protection

Symantec Endpoint Protection, Mobile Edition antivirus protection includes
different types of scans. These scans can help make sure that your devices are
protected at all times from any threats that may develop. You control the antivirus
protection on the devices by creating the antivirus policy settings that your
organization’s security requires.

You should also schedule regular updates to threat definitions by setting the
LiveUpdate schedule.

See “About updating devices” on page 49.

You can also exclude files from scans. File exclusions can help improve
performance on the device. You should exclude only the files that do not pose a
risk to the security of your network.

See “File Exclusions” on page 39.
See “Mobile Antivirus Policy settings” on page 35.

After you create the policy settings that you require, you can apply the policy to
the devices by using the Symantec Management Console. Or you can export the
policy to an XML file that you can deploy by using a third-party device management
system.

See “Creating and applying security policies” on page 30.



