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Technical Support
Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. TheTechnical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, theTechnical Support groupworkswithProductEngineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

■ A range of support options that give you the flexibility to select the right
amount of service for any size organization

■ Telephone and Web-based support that provides rapid response and
up-to-the-minute information

■ Upgrade assurance that delivers automatic software upgrade protection

■ Global support that is available 24 hours a day, 7 days a week

■ Advanced features, including Account Management Services

For information about Symantec’sMaintenance Programs, you can visit ourWeb
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support
Customerswith a currentmaintenance agreementmay access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer onwhich theproblemoccurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

■ Product release level

■ Hardware information

■ Available memory, disk space, and NIC information

■ Operating system

www.symantec.com/techsupp/
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■ Version and patch level

■ Network topology

■ Router, gateway, and IP address information

■ Problem description:

■ Error messages and log files

■ Troubleshooting that was performed before contacting Symantec

■ Recent software configuration changes and network changes

Licensing and registration
If yourSymantecproduct requires registrationor a licensekey, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:

www.symantec.com/techsupp/

Customer Service is available to assist with the following types of issues:

■ Questions regarding product licensing or serialization

■ Product registration updates, such as address or name changes

■ General product information (features, language availability, local dealers)

■ Latest information about product updates and upgrades

■ Information about upgrade assurance and maintenance contracts

■ Information about the Symantec Buying Programs

■ Advice about Symantec's technical support options

■ Nontechnical presales questions

■ Issues that are related to CD-ROMs or manuals

www.symantec.com/techsupp/
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Maintenance agreement resources
If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region
as follows:

contractsadmin@symantec.comAsia-Pacific and Japan

semea@symantec.comEurope, Middle-East, and Africa

supportsolutions@symantec.comNorth America and Latin America

Additional enterprise services
Symantec offers a comprehensive set of services that allow you tomaximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

SymantecEarlyWarningSolutions

These services remove the burdenofmanaging andmonitoring security devices
and events, ensuring rapid response to real threats.

Managed Security Services

Symantec Consulting Services provide on-site technical expertise from
Symantec and its trustedpartners. SymantecConsultingServices offer a variety
of prepackaged and customizable options that include assessment, design,
implementation,monitoring, andmanagement capabilities. Each is focused on
establishing andmaintaining the integrity and availability of your IT resources.

Consulting Services

Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.

Educational Services

To access more information about Enterprise services, please visit our Web site
at the following URL:

www.symantec.com

Select your country or language from the site index.

mailto:contractsadmin@symantec.com
mailto:semea@symantec.com
mailto:supportsolutions@symantec.com
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Introducing Patch
Management Solution for
Windows

This chapter includes the following topics:

■ About Patch Management Solution for Windows

■ How Patch Management Solution for Windows works

■ Where to get more information

About Patch Management Solution for Windows
PatchManagement Solution forWindows takes inventory ofmanaged computers
to determine the operating system and software updates (patches) they require.
The solution then downloads the required patches and provides wizards to help
you deploy patches. The solution enables you to set up a patch update schedule
to ensure that managed computers are kept up-to-date with the latest vendor
security updates. Managed computers are then protected on an on-going basis.

Key features include a comprehensive software repository that automates the
downloads from the vendor site before distribution without administrator
intervention. The repository provides comprehensive data on software bulletins,
software updates, inventory rules, such as technical details, severity ratings, and
number of executables. The process of populating the information repository
fromtheMicrosoft PatchManagement Import files canbe started after installation
is complete.

To reduce labor, the software update agent automatically analyses managed
computer. The software update agent gathers Patch-specific inventory on
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supported operating systems, applications, and the associated service pack level.
The inventory data is used to determine whether a patch is required or not.
Inventory results populate predefined filters. The Software Update policy wizard
then automatically assigns software updates to relevant filters. The wizard also
simplifies the management of distribution. Instead of creating a policy for each
individual software update, you create a single policy for the relevant software
bulletin. For example, if 3 software bulletins with 7 software updates address
various operating systems in various languages, you only have to manage 3
distribution policies. If you want to, you can modify any default settings and
command-line options in a Software Update policy.

You can automate all or part of the entire patch management work flow, from
downloading new software updates to distribution to managed computers.
Integration with Notification Server 7.0 includes features such as hierarchy and
maintenance windows. Hierarchy lets you configure features and settings for a
parentnotification server, thenpass the settings down to childnotification servers.
Further on integration, Patch Management Solution for Windows can be used
with other Altiris solutions from Symantec such as Altiris® Recovery Solution
fromSymantec. AfterRecoverySolution is installed, PatchManagement Solution
for Windows provides an agent option to automatically create a snapshot before
patch installations. Snapshots allow for rollback when a patch causes a problem.

HowPatchManagement Solution forWindowsworks
This section provides an overview of how inventory information is used to decide
which software update packages to distribute. From software update packages,
you create SoftwareUpdate policies that send the associated packages tomanaged
computers and install the appropriate software update programs.

After PatchManagement Solution forWindows is installed, it downloads complete
software bulletin information from an Altiris Web site. Information includes the
severity of each software bulletin, details on its software updates, andwhere they
can be downloaded from Microsoft. This information also includes rules for
creating filters and rules onhow to verify that a software update is installed. Patch
ManagementSolution forWindowsdeploys theSoftwareUpdateAgent tomanaged
computers, which gathers inventory including software vendor, software release,
and service pack information. From this inventory, Patch Management Solution
for Windows creates specific filters to target only the computers requiring
individual software updates.

See “About the Software Update Agent” on page 31.

You must stage software bulletins to download software updates and create
packages. When a software bulletin is staged, each associated software update
executable is downloaded from Microsoft. From the information in software

Introducing Patch Management Solution for Windows
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bulletin executables, Patch Management Solution for Windows then creates a
software update package for each software update. From the staged Software
Bulletins, youmust create SoftwareUpdate policies to distribute software update
packages to the appropriate computer filters (previously known as collections).
When a managed computer receives a Software Update policy, it verifies that the
update is needed, then downloads the software update package. The managed
computer then installs the update. At an interval, the Software Update policy is
re-evaluated and, if needed, software updates are reinstalled. For example, if an
operation removes a software update, it is reinstalled. Or if Microsoft revises a
software update, it is reinstalled.

After distributing software updates, the software update agent sends results of
patch deployment to the Notification Server computer . This information can be
viewed through reports and the dashboard. You can configure part or all of Patch
Management Solution for Windows to automatically download and install future
software updates. When configuring the solution you should consider possible
effects onyournetworkenvironment.Distributenewupdates to a test environment
first.

Where to get more information
Use the following documentation resources to learn and use this product.

Table 1-1 Documentation resources

LocationDescriptionDocument

http://kb.altiris.com/

You can search for the product name under
Release Notes.

Information about new features and
important issues.

This information is available as an article in
the Altiris Knowledge Base.

Release Notes

TheProduct Support page,which is available
at the following URL:

http://www.symantec.com/business
/support/all_products.jsp

Whenyouopenyourproduct’s support page,
look for theDocumentation link on the right
side of the page.

Information about how to install, configure,
and implement this product.

This information is available in PDF format.

Implementation Guide
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Table 1-1 Documentation resources (continued)

LocationDescriptionDocument

■ The Documentation Library, which is
available in the Symantec Management
Console on the Help menu.

■ The Product Support page, which is
available at the following URL:

http://www.symantec.com/business
/support/all_products.jsp

When you open your product’s support
page, look for theDocumentation link on
the right side of the page.

Information about how to use this product,
includingdetailed technical information and
instructions for performing common tasks.

This information is available in PDF format.

User’s Guide

The Documentation Library, which is
available in the Symantec Management
Console on the Help menu.

Context-sensitive help is available for most
screens in the Symantec Management
Console.

You can open context-sensitive help in the
following ways:

■ The F1 key

■ TheContext command,which is available
in the Symantec Management Console
on the Help menu.

Information about how to use this product,
includingdetailed technical information and
instructions for performing common tasks.

Help is available at the solution level and at
the suite level.

This information is available in HTML help
format.

Help

In addition to the product documentation, you can use the following resources to
learn about Altiris products.

Table 1-2 Altiris information resources

LocationDescriptionResource

http://kb.altiris.com/Articles, incidents, and issues aboutAltiris
products.

Altiris Knowledge Base

http://www.altiris.com/juiceAn online magazine that contains best
practices, tips, tricks, and articles for
users of Altiris products.

Altiris Juice

http://forums.altiris.com/Forums for users of Altiris products.Online forums

Introducing Patch Management Solution for Windows
Where to get more information
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Installing Patch
Management Solution for
Windows

This chapter includes the following topics:

■ Prerequisites for Patch Management Solution for Windows

■ Installing Patch Management Solution for Windows

■ Migrating from Patch Management Solution for Windows 6.2 to 7.0

■ Licensing

Prerequisites for Patch Management Solution for
Windows

Patch Management Solution for Windows requires the following conditions be
met before installation:

■ Install and configure Notification Server 7.0.
See the Symantec Management Platform Help for Notification Server
requirements

■ Install or upgrade the Altiris Agent 7.0 on every computer to which you want
to send patches

■ The Software Update Agent requires Windows 98 or later running on Win32
computers, and Windows Installer 3.1 or later

■ .Net 3.0
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■ Internet Explorer 7

Installing Patch Management Solution for Windows
PatchManagement Solution forWindowsmust be installed through theSymantec
InstallationManager. Before installing PatchManagement Solution forWindows,
review the prerequisites information.

See “Prerequisites for Patch Management Solution for Windows” on page 15.

Note:Microsoft provides the software updates that Patch Management Solution
for Windows distributes for Microsoft products. You must ensure that each
software update works correctly in your environment before deploying it. We
recommend that you first distribute any required software update in a test
environment before deploying it to your production environment.

To install Patch Management Solution for Windows

1 Click Start > All Programs > Altiris > Symantec Installation Manager >
Symantec Installation Manager.

2 In the Symantec Installation Manager, click Install New Products.

3 In the Filter by box, click All.

4 In the list of available products, select Altiris Patch Management for
Windows.

5 Follow the installation wizard through to completion.

Migrating from Patch Management Solution for
Windows 6.2 to 7.0

Migrating, or upgrading, from Patch Management Solution for Windows 6.2 to
7.0 is handled through the Symantec InstallationManager. The process has three
steps:

■ Installing the Symantec Installation Manager on the Notification Server with
Patch Management Solution for Windows 6.2.
See “To install the Symantec InstallationManager on a 6.xNotification Server”
on page 17.

■ Running the Symantec Installation Manager migration wizard on the 6.2 to
export data.

Installing Patch Management Solution for Windows
Installing Patch Management Solution for Windows
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See “To export data from Patch Management Solution for Windows 6.2 ”
on page 17.

■ Running the Symantec Installation Manager migration wizard on the 7.0 to
import the 6.2 data.
See “To import 6.2 data into Patch Management Solution for Windows 7.0”
on page 18.

To install the Symantec Installation Manager on a 6.x Notification Server

1 Open Windows Explorer on the computer with Patch Management Solution
for Windows 7.0 installed.

2 Navigate to C:\Program Files\Altiris\Symantec Installation
Manager\Installs\Altiris.

3 Select and copy the following files, and move them to the computer with
Patch Management Solution for Windows 6.2 installed:

■ altiris_nsupgrade_7_0_x86.msi

■ patchmanagementcoreupgrade_7_0.msi

■ patchmanagementupgrade_7_0.msi

4 On the computer with 6.2, run the files in the following order:

■ altiris_nsupgrade_7_0_x86.msi

■ patchmanagementcoreupgrade_7_0.msi

■ patchmanagementupgrade_7_0.msi

Running the three .msi files builds the migration structure on the 6.2
computer.

To export data from Patch Management Solution for Windows 6.2

1 Open Windows Explorer on the computer with Patch Management Solution
for Windows 6.2 installed.

2 Navigate to C:\Program Files\Altiris\Upgrade.

3 Double-click the file NSUpgradeWizard.exe.

4 To start migration, on the first page of the wizard, click Next.

5 On the Export / Import Task Selection page of the wizard, click Export data
from an Altiris Notification Server to a file store.

6 In theDatastore box, leave the default location or specify a different location,
and click Next.
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7 On the Products section of the Exporter Configuration page of the wizard,
ensure PatchManagementCoreSolution and PatchManagement Solution
are selected.

8 Make any wanted changes to the Exporters list, and click Next.

9 Review the product readiness check, and click Next.

10 Once the data export has completed, click Finish.

The data file is now ready to copy across to the 7.0 computer from the location
that was specified in step six.

Note: Custom locations for 6.2 Microsoft Patch Management Import files cannot
migrate to 7.0.

To import 6.2 data into Patch Management Solution for Windows 7.0

1 Copy the .adb data file exported fromPatchManagement 6.2 to the computer
with Patch Management 7.0 installed.

2 Navigate to C:\Program Files\Altiris\Upgrade.

3 Double-click the file NSUpgradeWizard.exe.

4 To start migration, on the first page of the wizard, click Next.

5 On the Export / Import Task Selection page of the wizard, click Import data
from a file store into an Altiris Notification Server, and click Next.

6 In the Data store box, navigate to and select the 6.2 data file.

7 On the Importer Configuration page of the wizard, under Products, ensure
Patch Management Core Solution and Patch Management Solution are
selected.

8 Make any wanted changes to the Importers list, and click Next.

9 Review the product readiness check, and click Next.

10 Once the data import has completed, click Finish.

Migration from Patch Management 6.2 to 7.0 is now completed.

Licensing
EachSymantec product comeswith a 7-day trial license that is installed by default.
You can register and obtain a 30-day evaluation license through our Web site at
www.altiris.com or purchase a full product license.

Installing Patch Management Solution for Windows
Licensing
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Copy your Patch Management Solution for Windows licenses into the folder
C:\Program Files\Altiris\Altiris Installation Manager\Licenses. Licenses are
installed as part of the solution installation process through the Symantec
Installation Manager.

See “Installing Patch Management Solution for Windows” on page 16.

Note: Automatic Upgrade Protection (AUP) is required for ongoing use of Patch
Management Solution for Windows. Without current AUP, you cannot download
andusenewMicrosoft PatchManagement Import files.However, you can continue
to use Microsoft Patch Management Import files that were downloaded before
the expiration of AUP.
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Implementing Patch
Management Solution for
Windows

This chapter includes the following topics:

■ Implementing Patch Management Solution for Windows recommended
workflow

Implementing Patch Management Solution for
Windows recommended workflow

Patch Management Solution for Windows requires some components to be
configured or enabled before others function correctly.When initially completing
each task you can also configure it for future automation. Automation is a key
feature of Patch Management Solution for Windows as it reduces system
administration workload and enhances overall security.

Before following this guide you must discover computers and install the Altiris
Agent on managed computers. See Notification Server help for information. The
recommended workflow is as follows:

Patch Management Solution for Windows Recommended Workflow

1 Install the Solution.

See “Installing Patch Management Solution for Windows” on page 16.

2 Configure the Patch Management Core Solution policy.

See “ Configuring Patch Management Core Solution” on page 44.
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3 Ensure Microsoft Patch Management Import and QChain have downloaded.

See “Downloading Microsoft Patch Management Import” on page 52.

See “Downloading QChain” on page 53.

4 See “Checking Microsoft inventory and vulnerabilities” on page 54.

5 Use reports to determine which software updates you need to install.

See “Viewing compliance reports” on page 61.

6 Configure the Software Update Agent

See “Configuring the Software Update Agent ” on page 32.

7 Install the Software Update Agent.

See “Installing the Software Update Agent” on page 34.

8 Stage software bulletins.

See “Staging software bulletins” on page 26.

9 Create Software Update policies to distribute software updates, using the
Software Update policy wizard.

See “Creating Software Update policies” on page 29.

10 Initiate install (typically in maintenance windows)

11 Evaluate the results by running the Software Update Delivery Summary
report and revisiting compliance reports.

See “Viewing the software update delivery summary report” on page 62.

See “Viewing compliance reports” on page 61.

Implementing Patch Management Solution for Windows
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Distributing Software
Bulletins and Software
Updates

This chapter includes the following topics:

■ About software updates and software bulletins

■ Patch Remediation Center page

■ About staging software bulletins

■ Staging software bulletins

■ About Software Update policies

■ Software Update policy wizard pages

■ About Software Update policies and maintenance windows

■ Creating Software Update policies

About software updates and software bulletins
A software update or patch is any update or hotfix that is used to improve or fix
a software product. A software bulletin is a bundle of software updates that are
released together.

Patch Management Solution for Windows uses targeted deployments. Updates
are not deployed to a computer unless that computer specifically needs that
software update. If a managed computer meets the prerequisites of a software
update, it falls into a targeted filter. The prerequisites are matched against data
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which is sent to theNotificationServer by theSoftwareUpdateAgent. For example,
Internet Explorer version and OS version. Software updates are then installed
according toMicrosoft specifications. For example, ifMicrosoft requires a restart,
then the computer is restarted after the update is installed. Restarts on managed
computers are minimized because the updates that do not require a restart are
installed before the software updates that do.

When a software update has been superseded and rendered obsolete by another
update or updates, the later update is installed.

Microsoft assigns severity levels to software updates, but you can also create your
own.

See “Customizing severity levels” on page 44.

Patch Remediation Center page
This page lets you view, stage, and distribute all software updates provided by the
Microsoft Patch Management Import files. When you stage a software bulletin,
all associatedupdates aredownloaded to theNotificationServer.When thenumber
in the Updates column equals the number in the Downloaded column, all updates
for the software bulletin have been downloaded. Then, you can create Software
Update policies to distribute the software update to managed computers.
Sometimes not all software updates can be downloaded for a software bulletin
because Microsoft may stop hosting the bulletin or relocate it. You cannot create
a Software Update policy unless all updates for a particular software bulletin or
update have been downloaded.

See “About software updates and software bulletins” on page 23.

Table 4-1 Options on the Patch Remediation Center page

DescriptionOption

Lets you choose an action to perform on selected
software bulletins.

Actions

Lets you save the current listing.Save As

Lets you select a value to filter the table entries
with. For example, Latest or Last Month.

View

Lets you select a value to filter table entries with.
This function is the same as clicking a column
header.

Group by

Distributing Software Bulletins and Software Updates
Patch Remediation Center page
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Table 4-1 Options on the Patch Remediation Center page (continued)

DescriptionOption

Lets you enter keywords or a software bulletin
number to search for specific bulletins.

Search

Lets you specifywhichvendor's software bulletins
to display. For example, Microsoft.

Parameters

Bulletin – The bulletin's number, as supplied by
the vendor.

Severity –Thebulletin's vendor-specified severity
level.

Custom Severity – The bulletin's user-defined
severity level.

Staged – Indicates if the bulletin has been set to
download included softwareupdates. If all updates
have been downloaded the result isTrue, or False
if otherwise.

Policies –Thenumber of SoftwareUpdate policies
that have been created from the bulletin.

Updates – The number of software updates that
are included in the bulletin.

Downloaded – The number of software updates
currently downloaded.

Released – The date the bulletin was released.

Revised – The date the bulletin was revised.

Description – A description of the vulnerabilities
that the software bulletin addresses.

Table items

See also:

See “About staging software bulletins” on page 25.

About staging software bulletins
You stage software bulletins from the Patch Remediation Center, where all
available software updates are listed. When you stage a software bulletin, all
associated updates are downloaded to the Notification Server from the Microsoft
Web site. When the number in the # Updates column equals the number in the #
Downloaded column, all updates for the software bulletin have been downloaded.
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Now you can create Software Update policies to distribute software updates to
managed computers. Sometimes not all software updates can be downloaded for
a software bulletin because Microsoft may stop hosting the bulletin or relocate
it.

See “About software updates and software bulletins” on page 23.

You cannot create a Software Update policy unless all updates for a software
bulletin are downloaded.

See “Staging software bulletins” on page 26.

Staging software bulletins
You can stage a software bulletin to download associatedupdates. Then, you create
a Software Update policy to distribute the updates to managed computers.

See “About staging software bulletins” on page 25.

To stage a software bulletin

1 In the Symantec Management Console, on the Manage menu.

2 In the left pane, click Policies > Software > Patch Management > Patch
Remediation.

3 In the right pane, select the software bulletins you want to stage. You can
select all software bulletins if you want.

4 Right-click the bulletins, and click Stage.

About Software Update policies
These user-created policies distribute software updates to managed computers.
After you stage software bulletins and download the associated software updates,
you must create Software Update policies to deploy software updates to the
appropriate computers. They are stored in the folder Policies > Software > Patch
Management > Software Update Policies.

See “Staging software bulletins” on page 26.

See “Creating Software Update policies” on page 29.

Software Update policy wizard pages
TheSoftwareUpdatepolicywizard createsSoftwareUpdatepolicies that distribute
software updates tomanaged computers. A SoftwareUpdate policy that is created
from a software bulletin includes every software update in the bulletin. You can

Distributing Software Bulletins and Software Updates
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create a Software Update policy from an individual software update, but that is
not the most efficient way to distribute updates. The wizard includes two pages.

Table 4-2 Options on the first page of the Software Update policy wizard

DescriptionOption

The names of each software update that is
included in the task.

Software Update

The name of the bulletin or bulletins you have
chosen to make policies for. You cannot edit the
software bulletins through the Software Update
policy wizard.

You can double-click on a software bulletin to
open the Resource Manager to view detailed
information on the software bulletin.

You can only select a software bulletin that has
been previously staged.

Software Bulletin

The name of the policies you have chosen from
the policies window. This field is populated
automatically if only one policy is listed in the
Tasks field.

Name

The Microsoft description of the bulletin.Description

Use Multicast when the Altiris Agent’s multicast
option is enabled – Enables multicast features.

Run (other than agent default) – Runs the
Software Update policy at a different time to the
time that is specified in the Software Update
Agent settings.

Power on Computer (Wake on LAN) – Runs the
taskwhen the computer appears on the local area
network.

On schedule – Specifies a schedule.

Override Maintenance Window Settings -
Overrides specified maintenance windows
settings.

See “About Software Update policies and
maintenance windows” on page 29.

Package Options
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Table 4-2 Options on the first page of the Software Update policy wizard
(continued)

DescriptionOption

Lets you specify the target collection or
collections to which the Software Update policy
applies. If you use the Software Update policy
wizard, the correct resource target for the selected
software bulletin is automatically applied.

The hyperlink opens the Collection Selector
change the collection.

Apply to computers

Table 4-3 Options on second page of the Software Update policy wizard

DescriptionOptions

Lets you select On or Off to enable the Software
Update policy for the software bulletin and
included software updates. Each individual
executable file is named for each software update
that is included in a software bulletin.

Software Bulletin - The name of the software
bulletin.

UpdateName -Thenameof each software update
executable. If Enable is selected, all of the
executables are enabled. Click the hyperlink to
open the resourcemanager page for the software
update.

Culture -The language and culture of the software
update.

Package - The software package that is associated
with the update. Click the hyperlink to open the
package’s resource manager.

Command Line - The command line to be run
against the package. Click the hyperlink to open
the command-line options dialog to change the
recommended options.

Enable Software Update Policy

Completes the wizard.Distribute software updates

See “Creating Software Update policies” on page 29.
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About Software Update policies and maintenance
windows

Maintenance windows are time periods in which maintenance tasks, including
the installation of software updates, are performed. To ensure Software Update
policies abide bymaintenancewindows, leave theOverrideMaintenanceWindow
Settings check box unchecked in the first page of the Software Update policy
wizard. If the box is checked, the software update agent ignores maintenance
windows and installs the updates as instructed otherwise by the SoftwareUpdate
policy.

See “About Software Update policies” on page 26.

See “Software Update policy wizard pages” on page 26.

Installing a softwareupdatemay take longer thana specifiedmaintenancewindow.
In this case, the installation of the updates completes, but any required restarts
are deferred until the next maintenance window.

Creating Software Update policies
The Software Update policy wizard lets you create Software Update policies to
distributeupdates tomanaged computers. Thesepolicies are stored in theSoftware
Update policy folder. Software Update policies must be created before you can
install software updates on managed computers.

See “About software updates and software bulletins” on page 23.

To create a Software Update policy

1 In the Symantec Management Console, on the Manage menu, click Policies
> Software > Patch Management > Patch Remediation.

2 In the right pane, select the staged software bulletins that you want to
distribute.

3 Right-click the bulletins, and click Software Update Policy Wizard.

4 Complete the Software Update policy wizard, making any wanted changes.

See “Software Update policy wizard pages” on page 26.
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Using the Software Update
Agent

This chapter includes the following topics:

■ About the Software Update Agent

■ Configuring the Software Update Agent

■ Default Software Update Agent Configuration Policy page

■ Installing the Software Update Agent

■ Software Update Agent Install page

■ Upgrading the Software Update Agent

■ Software Update Agent 6.2 Upgrade page

■ Uninstalling the Software Update Agent

■ About the Software Update Agent user interface

About the Software Update Agent
The Software Update Agent manages all of the Patch Management Solution for
Windows functionality on a managed computer. When the inventory rule agent
(distributed by default by Notification Server) reports that a certain software
update is required for a managed computer, the update is sent to the Software
Update Agent. The Software Update Agent ensures that the update is applicable
and not already installed, then installs it.

See “About the Software Update Agent user interface” on page 38.
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Note: If you have a large number of computers to deploy the Software Update
Agent to, consider deploying it during off-peak hours tominimize network traffic.
Deploying the Software Update Agent can take some time, depending on the
number of managed computers and the Altiris Agent settings.

Configuring the Software Update Agent
The Software Update Agent is a plug-in agent for the Altiris Agent that manages
all of the Patch Management Solution for Windows functionality on a managed
computer. This agent needs to be deployed to all managed computers that you
want to distribute software updates to.

See “About the Software Update Agent” on page 31.

To configure the Software Update Agent

1 In the Symantec Management Console, on the Settings menu, click
Agents/Plug-ins > All Agents/Plug-ins.

2 In the left pane, clickAgents/Plug-ins>Software>WindowsSoftwareUpdate
Agent > Settings > Default Software Update Configuration Policy.

3 In the right pane, make any wanted changes.

See “Default Software Update Agent Configuration Policy page” on page 32.

4 Click Save changes.

Default Software Update Agent Configuration Policy
page

This page lets you specify settings (including install and restart options) for the
Software Update Agent to use when installing software updates on managed
computers. The default resource target for he policy is designed to find any agents
that do not have another software update agent configuration policy applied to
them. For this reason, the default resource target cannot be changed. To change
the default resource target, youmust clone the policy and alter the resource target
on the clone. The settings specified in this page apply to all Windows computers
that have the Software Update Agent installed.

See “About the Software Update Agent” on page 31.
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Table 5-1 Options on the General tab of the Default Software Update Agent
Configuration Policy

DescriptionOption

These options determine when software updates
get installed on themanaged computer andwhen
the managed computer gets restarted after
software updates are installed.

Add Schedule – Lets you specify a schedule for
applying software updates to the managed
computer. This schedule displays on the Software
Updates tab of theAltiris Agent. On this schedule,
any required updates are installed.

Reinstallation attempts after task failure – Lets
you set the number of times Patch Management
should attempt to reinstall a software update if
the initial install attempt fails.

Allow user to initiate – Lets users to initiate
software update installation from the Altiris
Agent by clicking Start Software Update.

Software Update Installation

Allowreboot after installation–Lets the computer
restart after installing updates.

Never – Lets you choose if you do not want to
automatically restart the user’s computer after a
software update installation.

Scheduled – Lets you choose if software updates
require a restart and youwant to specify a restart
schedule. For example, you do not want to affect
user productivity with repeated restarts during
work hours, so you create an after hours restart
schedule. This schedule displays on the Software
Updatestab of the Altiris Agent. We recommend
youdonot set your restart schedule too soon after
the Software Update Installation schedule.

At end of software update cycle – Select to restart
after all updates in a single cycle have been
installed.

Reboot Defaults

Check Override maintenance windows settings
to only use the install and restart options that are
specified in this policy. Uncheck to abide by
maintenance windows that are specified in the
notification server.

Maintenance Windows
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Table 5-2 Options on the Notification tab of the Default Software Update Agent
Configuration Policy

DescriptionOptions

Notify user – Lets you choose to send a message
to users that a Patch Management task is about
to run. The default dialog box message is, “New
software update/s ready to apply“. The user can
choose to Install Now, or Close the dialog box.

Custom Message – Lets you choose to create a
customized message of up to 128 characters.
Example: “Software updates will install on your
computer in 10 minutes. Please ensure that all
work is saved”.

Software Update Installation Notice

Showprogressmessage – Lets you choose to show
users a dialog box indicating the progress of
software update installations.

Software Update Installation Process

These options let you control whether or not you
want to send messages, notifying a user when a
software update requires a restart. Each of the
following notification messages appears in a
separate dialog box on the user’s screen.

Showpendingmessage – Lets you choose towarn
user of a pending restart. The time you select
represents how soon before the pending restart
the user iswarned. Theuser can choose toReboot
Now.

Show reminder message – Lets you choose to
notify a user that a restart is required. If the user
does not manually restart, the restart occurs
according to your settings in the Default Reboot
Options section. The user can choose to Reboot
Later, or Reboot Now.

Allow user to defer – Lets you choose to warn a
user of a pending restart. The user can choose to
Reboot now, or defer the restart and choose the
deferral time from a menu.

Software Update Reboot Notifications

Installing the Software Update Agent
The Software Update Agent manages all of the Patch Management Solution for
Windows functionality on a managed computer.

Using the Software Update Agent
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See “Software Update Agent Install page” on page 35.

See “About the Software Update Agent” on page 31.

To install the Software Update Agent

1 In the Symantec Management Console, on the Settings menu, click
Agents/Plug-ins > All Agents/Plug-ins.

2 In the left pane, clickAgents/Plug-ins>Software>WindowsSoftwareUpdate
Agent > Rollout > Software Update Agent Install.

3 In the right pane, make any wanted changes.

See “Software Update Agent Install page” on page 35.

4 Click Save changes.

After you install the Software Update Agent on a managed computer, a new
tab, SoftwareUpdates, appears in theAltiris Agentwindow. This tab displays
the status software updates for that computer. To open the Altiris Agent
window, click the Altiris Agent icon in the system tray of the managed
computer.

See “About the Software Update Agent user interface” on page 38.

Software Update Agent Install page
This page lets you configure settings for installing the Software Update Agent on
managed computers.

See “Installing the Software Update Agent” on page 34.

Table 5-3 Options on the Software Update Agent Install page

DescriptionsOptions

Enables or disables the task.On/Off

The name of the package.Package Name

The name of the program that the policy runs.Program name

Used to report to the Notification Server each
time an event starts. This option is unchecked by
default to conserve network bandwidth.

Enable Verbose Reporting of Status
Events

By default, this task is applied to the resource
target AllWindows Computers without Software
UpdateAgent Installed. You can change the target
if wanted.

Applied to

35Using the Software Update Agent
Software Update Agent Install page



Table 5-3 Options on the Software Update Agent Install page (continued)

DescriptionsOptions

Used to Disable download via multicast.Package Multicast

Specifies a schedule for the policy to run. You can
choose a time, or window of time in which to roll
out the agent. You also have the option of
immediately rolling out the agent.

Schedule

The options are as follows:

RunonceASAP– Immediately rolls out the agent.

User can run – Allows the user to choose when
the agent installs.

Notify user when the task is available – Notifies
users when the task is ready to run.

Warn before running – Warns users before the
agent installs.

Extra schedule options

Saves changes you have made to the task.Save changes

Upgrading the Software Update Agent
Managed computers already using the software update agent must upgrade to
version 7.0 to work with Patch Management Solution for Windows 7.0.

To upgrade the Software Update Agent

1 In the Symantec Management Console, on the Settings menu, click
Agents/Plug-ins > All Agents/Plug-ins.

2 In the left pane, clickAgents/Plug-ins>Software>WindowsSoftwareUpdate
Agent > Rollout > Software Update Agent 6.2 Upgrade.

3 In the right pane, click On.

4 To make changes to resource targets, double click on the name of the listed
resource target (All Windows Computers with 6.2 Software Update Agent
RequiringUpgrade) andadialog boxappears inwhichyou canmake changes.

5 Click Schedule to add a schedule as required.

6 Make any other wanted changes.

See “Software Update Agent 6.2 Upgrade page” on page 37.

7 Click Save changes.
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Software Update Agent 6.2 Upgrade page
Managed computers already using an older version of software update agentmust
upgrade to version 7.0 to work with Patch Management Solution for Windows
7.0.

See “Upgrading the Software Update Agent” on page 36.

Table 5-4 Options on the Software Update Agent Upgrade page

DescriptionOption

Enables or disables the task.On/Off

The name of the package.Package Name

By default, this task is applied to the resource
target AllWindows Computers with 6.2 Software
UpdateAgentRequiringUpgrade.Youcanchange
the target if wanted.

Applied to

Specifies a schedule for the policy to run. You can
choose a time, or window of time in which to roll
out the agent. You also have the option of
immediately rolling out the agent.

Schedule

The options are as follows:

RunonceASAP– Immediately rolls out the agent.

User can run – Lets the user choose when the
agent installs.

Notify user when the task is available – Notifies
users when the task is ready to run.

Warn before running – Warns users before the
agent installs.

Extra schedule options

Saves changes you have made to the task.Save changes

Uninstalling the Software Update Agent
You can uninstall the Software Update Agent if there is an extended period of
time when you do not want to use the Symantec infrastructure features on a
managed computer and you want to eliminate any overhead that is caused by the
agent.

37Using the Software Update Agent
Software Update Agent 6.2 Upgrade page



Warning: Ensure the Install Software Update Agent policy is disabled before
uninstalling the Software Update Agent.

See “Installing the Software Update Agent” on page 34.

To uninstall the Software Update Agent

1 In the Symantec Management Console, on the Settings menu, click
Agents/Plug-ins > All Agents/Plug-ins.

2 In the left pane, clickAgents/Plug-ins>Software>WindowsSoftwareUpdate
Agent > Uninstall > Software Update Agent Uninstall

3 In the right pane, click On.

4 Leave the target as All Windows Computers with Software Update Agent
Installed unless otherwise required. For example, you want to remove the
software update agent only from computers in a specific target.

5 Click Schedule to add a schedule as required.

6 Make any other wanted changes.

7 Click Save changes.

About the Software Update Agent user interface
When the Software Update Agent is installed, a Software Updates tab appears in
theAltirisAgent onmanaged computers. Fromthis tab, users canview the software
updates that have been downloaded to their computer. They can view the status
of all received softwareupdates, both those thathavebeen scheduled to be installed
and those that have been installed.

See “About the Software Update Agent” on page 31.

Table 5-5 Items in the Software Update Agent user interface

DescriptionItem

This pane lists all scheduled activities for the
Software Update agent.

Schedules

By checking or unchecking boxes, you can choose
to show or hide software updates with the status
listednext to each box. For example, uncheckNot
CurrentlyApplicable tohide any softwareupdates
not applicable to the managed computer.

Show Updates
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Table 5-5 Items in the Software Update Agent user interface (continued)

DescriptionItem

The Start Software Update Cycle box manually
starts the installation of software updates rather
thanwait for scheduled times. This option is only
for updates that are set to run on the default
schedule in the Default Software Update Agent
Configuration Policy.

Tasks
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Table 5-5 Items in the Software Update Agent user interface (continued)

DescriptionItem

Software updates for this computer
table
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Table 5-5 Items in the Software Update Agent user interface (continued)

DescriptionItem

Status icons:

■ A red error icon indicates that the maximum
reapplication retries for a failed software
update has been exceeded.

■ A yellow warning icon indicates that the
software update has failed to be applied at
least once, but hasnot exceeded themaximum
reapplication retries. It is reapplied.

■ The green tick icon indicates that the
Applicable rule is TRUE and the IsInstalled
rule indicates that the update was installed.

■ A clock icon indicates that theApplicable rule
is true and the IsInstalled rule is FALSE. The
software update is scheduled for installation.

■ An information icon indicates that the
Applicable rule has evaluated false. This
means that the softwareupdate doesnot apply
to this computer. You can also configure the
agent not to display software updates which
do not apply by clearing the Not Currently
Applicable check box in the Show Updates
pane.

■ A user icon indicates that a user installed the
update.

■ A download icon indicates that the agent is
downloading or attempting to download a
software update package.

■ A superseded icon indicates that the update
was superseded by a later update and will not
be installed.

Status text:

■ "Failed to Install" – The maximum
reapplication retries for a failed software
update has been exceeded.

■ “Installation Failed – Rescheduled” - The
software update has failed to be applied at
least once but has not exceeded themaximum
reapplication retries. It will be reapplied.

■ “Installed” – The Applicable rule is TRUE and
the IsInstalled rule indicates that it is already
installed. If the LastApplied date is not empty,
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Table 5-5 Items in the Software Update Agent user interface (continued)

DescriptionItem

it means that the agent has installed the
update.

■ “InstallationScheduled” –TheApplicable rule
is true and the IsInstalled rule is FALSE. The
software update is scheduled for installation.

■ “Not Applicable” – The Applicable rule has
evaluated false. This means that the software
update does not apply to this computer.

■ “Pending” – The Applicable and IsInstalled
rules have not yet been evaluated.

■ "Download required" – The rules have been
evaluated and the update package needs to be
downloaded to the agent.

■ "Retry" – An attempt download the package
has failed and the agent is trying to download
the package again.

Bulletin Name – The number of the Microsoft
Bulletin containing the software update.

Software Update Name – The name of the
individual software update.

Last Applied – The date/time of the last applied
download. The last install time is displayed only
if the SoftwareUpdateAgent installs the software
update. If the software update is already installed
(another source installed the software update)
when the Software Update Agent goes to install
it the first time, this field will display “Never”.

Schedule – Time of schedulemeans this software
update has been scheduled to be installed. Not
scheduled means this software update has not
been scheduled to be installed.
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Configuring Patch
Management Solution for
Windows

This chapter includes the following topics:

■ About the Patch Management Core Solution Policy

■ Configuring Patch Management Core Solution

■ Customizing severity levels

■ Configuring Microsoft settings

■ About Microsoft settings

■ Configuring Patch Management language alerts

■ About preparing for replication with language alerts

■ Replicating Microsoft Patch Management Import data

■ About Patch Management Data Import Replication for Microsoft

■ Replicating Software Update policies

■ About Software Update policy replication

About the Patch Management Core Solution Policy
After Patch Management Solution for Windows is installed, you must download
Microsoft PatchManagement Import andQChain.Then, you can stageordistribute
any updates. Patch Management Core Solution policy lets you exclude software
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updates for software you do not use. The policy also lets you select any additional
languages you want to download with Microsoft Patch Management Import. You
can also create custom severity levels to apply to software updates.

See “Customizing severity levels” on page 44.

See “ Configuring Patch Management Core Solution” on page 44.

Configuring Patch Management Core Solution
Exclude software updates for software you do not use in your organization and
select any additional languages youwant to download. Excluding software updates
ensures that unnecessary files are not downloaded.

See “About the Patch Management Core Solution Policy” on page 43.

To configure Patch Management Core Solution settings

1 In the Symantec Management Console, on the Settings menu, click All
Settings.

2 In the left pane, click Settings > Software > Patch Management > Patch
Management Core Solution.

3 In the right pane, select the languages that youwant to download, and exclude
any software releases irrelevant to your organization.

4 In the To Location box (optional) you can change the location that software
update packages are downloaded to.

5 Check Download from staging location and specify a location to download
packages from if you want to download them from a cache in a different
location.

The default location is C:\Program Files\Altiris\Patch
Management\Packages\Updates.

6 Click Save changes.

Customizing severity levels
A Microsoft update deemed critical may not necessarily be critical in your
environment. You can create your own custom severity levels and assign them to
software bulletins. You first create custom severity levels, and then assign them
to bulletins. You cannot alter the Microsoft specified severity levels, only custom
severity levels.

See “ Configuring Patch Management Core Solution” on page 44.

Configuring Patch Management Solution for Windows
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See “About software updates and software bulletins” on page 23.

To create a custom severity level

1 In the Symantec Management Console, on the Settings menu, click All
Settings.

2 In the left pane, click Settings > Software > Patch Management > Patch
Management Core Solution.

3 In the right pane, click the Custom Severity tab.

4 In theSeverityLevel box, type the name youwant to give the custom severity
level. For example, Install right away!

5 Click Add.

6 Click Move Up or Move Down to position custom severity levels in the list.

7 Click Save changes.

To assign a custom severity level to a software bulletin

1 In the Symantec Management Console, on the Manage menu, click Policies.

2 In the left pane, click Policies > Software > Patch Management > Patch
Remediation.

3 In the Software Bulletin list, right-click on a software bulletin, and click
Custom Severity.

4 Select a severity level.

5 Click Refresh to view the new Custom Severity column.

Configuring Microsoft settings
You can set up how you want Microsoft software updates distributed.

To configure Microsoft vendor settings

1 In the Symantec Management Console, on the Settings menu, click All
Settings.

2 In the left pane, click Settings > Software > Patch Management > Microsoft
Settings > Microsoft.

3 In the right pane, make any wanted changes.

See “About Microsoft settings” on page 46.

4 Click Save changes.
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About Microsoft settings
This page lets you set up how you want Microsoft software updates distributed.
Some of these settings are used as default values in the Software Update policy
wizard. All new Microsoft software updates that are downloaded have these
settings by default. If you change the settings, existing Software Update policies
and packages are not updated with these defaults. You can force them to update
by re-creating packages from the Patch Remediation Center page.

See “Creating Software Update policies” on page 29.

See “ Patch Remediation Center page” on page 24.

See “Configuring Microsoft settings” on page 45.

Table 6-1 Options on the General tab of the Microsoft vendor policy

DescriptionOption

Checked by default, this option ensures that all Software
Updates are certified.

Verify authenticity of
downloaded Software
Updates

Specifies a maintenance window during which managed
computers receive software updates from Software Update
policies. For example, Start at 12AM and End at 3AM.

See “About Software Update policies and maintenance
windows” on page 29.

Patch Filter Update Interval

The table shows the filter that the policy targets. The default
target is All Windows Computers with Software Update
Agent Installed Target. To select a different target, click
Apply to. Use the Search field to search for a computer or
target by name.

SoftwareUpdateDistribution
Options

Lets you choosewhich irrelevant resources to exclude from
Microsoft PatchManagement Import. For example, foreign
language versions of software that are not used in your
organization.

Resource Exclusions

Table 6-2 Options on the Package Server tab of the Microsoft vendor policy

DescriptionOption

Specifies howoften to delete software update packages, and
choose whether or not toUse multicast when the Altiris
Agent's multicast option is enabled.

Package Defaults

Configuring Patch Management Solution for Windows
About Microsoft settings
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Table 6-2 Options on the Package Server tab of the Microsoft vendor policy
(continued)

DescriptionOption

Allow Package Server distribution – This field is checked
by default to ensure that a package server processes
software update packages. For further information, see
Notification Server documentation.

Use alternate download location on Package Server –
Specifies a different Location to download packages onto a
package server.

Use alternate download location on client – Specifies a
different Location to download packages on managed
computers.

Package Distribution

Table 6-3 Options on the Programs tab of the Microsoft vendor policy

DescriptionOption

Runwith rights – Specifieswhether the program is runwith
the System Account, Logged in User, or Specified User
account. If you select the Specified User, you must specify
user domain information.

Program can run –Specifies the conditions in which the
program can run.

The conditional options are as follows:

■ Only when a user is logged on

■ Whether or not a user is logged on

■ Only when no user is logged on

Terminate after – Specify a time after which to terminate
Software Update policies.

Program Defaults

Sends relevant events from managed computers to the
Notification Server.

Agent Events

Configuring Patch Management language alerts
Run the Patch Management Language Alerting rule before any attempt is made
to replicate patch management data or Software Update policies.

See “About preparing for replication with language alerts” on page 48.
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To run Patch Management Language Alerts

1 In the Symantec Management Console, on the Settings menu, click
Notification Server > Hierarchy.

2 In the left pane, click Hierarchy > Hierarchy Management.

3 In the right pane, click the Replication tab.

4 Expand the Advanced section.

5 Click Patch Management Language Alerting.

6 Click the Edit symbol.

7 Set a schedule to run before running other Patch Management replication
functions.

About preparing for replication with language alerts
Different notification servers within a hierarchy may manage different Patch
Management language resources. The Patch Management Language Alert
replication rule ensures that child notification servers only receive data and
Software Update policies for their managed languages. This rule replicates
information about the managed languages of the child notification server up to
the parent. You must run this rule on a child before any attempt is made to
replicate patch management data or Software Update policies. The rule can be
run on a custom schedule or to the standard replication schedules. A parent
notification server must manage all of the languages that are required by its
children.

See “Configuring Patch Management language alerts” on page 47.

ReplicatingMicrosoft PatchManagement Import data
After downloadingMicrosoft PatchManagement Import files and importing data
to a parent Notification Server, you can replicate the data to any number of child
notification servers.

See “About PatchManagementData ImportReplication forMicrosoft” onpage 49.

Note: Ensure that the Patch Management Language Alerting rule has run before
replicating Patch Management data.

See “About preparing for replication with language alerts” on page 48.

Configuring Patch Management Solution for Windows
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To replicate Microsoft Patch Management Import files

1 In the Symantec Management Console, on the Settings menu, click
Notification Server > Hierarchy.

2 In the left pane, select Hierarchy > Hierarchy Management.

3 In the right pane, click the Replication tab.

4 Expand the Advanced section.

5 Click Patch Management Data Import Replication for Microsoft.

6 Click the Edit symbol.

7 Under Replicate, select Differential to only replicate changed or new data.
SelectComplete to send allMicrosoft PatchManagement Import files to child
notification servers each time the task runs.

8 Create a custom Schedule or select the standard replication schedule.

9 Under Data Verification, specify a percentage of data to be verified during
each replication, and check Enable data verification if wanted.

10 Click Save changes.

About Patch Management Data Import Replication
for Microsoft

Downloading Microsoft Patch Management Import files to multiple Notification
Servers canconsumeconsiderablenetwork resources.Notification serverhierarchy
features remove theneed todownloadPatchManagement Import files individually.
You can download the files once to a single parent notification server and then,
with PatchManagementData Import Replication forMicrosoft, send the relevant
data to any number of child notification servers. The replicated data on the child
notification servers is identical to the data on the parent, depending on managed
languages.

See “Replicating Microsoft Patch Management Import data” on page 48.

Replicating Software Update policies
You can save time and resources by replicating existing Software Update policies
to child Notification Servers..

See “About Software Update policy replication” on page 50.
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Warning: Ensure that the Patch Management Language Alerting rule has run
before replicating Patch Management data.

See “About preparing for replication with language alerts” on page 48.

To replicate Software Update policies

1 In the Symantec Management Console, on the Settings menu, click
Notification Server > Hierarchy.

2 In the left pane, click Hierarchy > Hierarchy Management.

3 In the right pane, click the Replication tab.

4 Expand the Advanced section.

5 Click Patch Management Software Distribution.

6 Click the Edit symbol.

7 UnderReplicate, select one ormore SoftwareUpdate policies to be replicated.

Select Differential to only replicate changed or new policies, or Complete to
send all Software Update policies to child notification servers each time the
task runs.

8 ClickSchedule to create a schedule.Alternatively, choose anexisting schedule.

9 Under Data Verification, specify a percentage of data to be verified during
each replication, and check Enable data verification if wanted.

10 Click Apply.

About Software Update policy replication
The Patch Management Software Distribution Replication For Microsoft feature
uses notification server hierarchy features to replicate Software Update policies
to child notification servers. You only need to create Software Update policies
once on a parentNotification Server, and then replicate them to child notification
servers.

See “Replicating Software Update policies” on page 49.

Configuring Patch Management Solution for Windows
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Configuring Patch
Management Server Tasks

This chapter includes the following topics:

■ About server tasks

■ Downloading Microsoft Patch Management Import

■ Microsoft Patch Management Import page

■ Downloading QChain

■ About Download QChain

■ Checking Microsoft inventory and vulnerabilities

■ About Microsoft Vulnerability Analysis

■ Checking software update package integrity

■ About Check Software Update Package Integrity

■ Disabling superseded software update tasks

■ About Disable Superseded Software Update Advertisements

■ Revising software updates

■ About Revise Software Updates

About server tasks
Server tasks (previously known as background actions) should be configured to
run automatically at regular intervals. Examples of server tasks includeMicrosoft
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Patch Management Import, Revise Software Updates, and Download QChain.
Automated server tasks ensure you have the latest, most accurate data, and your
software update tasks are kept up to date. To configure a task to run automatically,
set a schedule for it. Schedule fields are included in each server task page.

Microsoft Patch Management Import and Download QChain must successfully
run before you can stage or distribute any software updates.

See “Implementing Patch Management Solution for Windows recommended
workflow” on page 21.

Microsoft Patch Management Import downloads Microsoft Patch Management
Import files and imports all softwaremanagement resources from these files into
theNotificationDatabase.Microsoft QChain chains the software updates together
before they are distributed tomanaged computers. Other server tasks ensure data
integrity or assist in automating software update distribution processes.

Downloading Microsoft Patch Management Import
Youmust download theMicrosoft PatchManagement Import files before you can
stage software updates or create Software Update policies.

To download Microsoft Patch Management Import

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > Microsoft Patch Management Import.

3 In the right pane, make any wanted changes.

See “Microsoft Patch Management Import page” on page 52.

4 Click Save changes.

Microsoft Patch Management Import page
This background action downloads theMicrosoft PatchManagement Import files
and imports software management resources from the Microsoft Patch
Management Import files. These resources are necessary for populating the Patch
Remediation Center and updating patches to managed computers. When you
download theMicrosoft PatchManagement Import files, you automatically import
all Microsoft software management resources. Microsoft Patch Management
Import is configured by default to run daily, ensuring that your software updates
are the latest ones supplied by the vendor.

See “Downloading Microsoft Patch Management Import” on page 52.
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Table 7-1 Options on the Microsoft Patch Management Import page

DescriptionOption

The location Microsoft Patch Management Import files are
downloaded to.

Default Location

Specifies a custom location to download Microsoft Patch
Management Import files to.

Alternative Location

Ensures that only updated files are downloaded, thus
avoiding unnecessary downloads.

Only download if modified

Automatically updates Software Update policies with the
latest Microsoft Patch Management Import data.

Automatically revise
software update tasks after
MicrosoftPatchManagement
Import

Enable the distribution of the software update packages
that the Revise Software Update Task disabled.

Enable distribution of newly
added software updates

Disabled by default. This option disables the rollout of any
software update tasks containing superseded software
updates.

Disable all Advertisements
for Superseded Software
Updates

Specifies a schedule for running the task.

In the results table, the hand symbol opens a dialog boxwith
details of the task.

Task Status

Downloading QChain
QChain groups software updates together before you distribute them tomanaged
computers. Youmust downloadQChain afterMicrosoft PatchManagement Import
and before you distribute software updates.

See “About Download QChain” on page 54.

To download QChain

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > QChain.
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3 In the right pane, to change the download location for QChain, edit the
Location box.

Onlydownloadifmodified is checked by default to ensure that only updated
files are downloaded, thus avoiding unnecessary downloads.

4 To modify the default schedule, click New Schedule.

In the Task Status table, Group by and Search are used to filter task history
results. To open a dialog with task details, select a result then click the hand
symbol.

5 Click Save changes.

About Download QChain
QChain groups software updates together before you distribute them tomanaged
computers. QChain andMicrosoft PatchManagement Importmust be downloaded
before you distribute software updates. QChain is downloaded automatically after
you install the solution through the Symantec Installation Manager. QChain is
configured by default to run daily, ensuring that your software updates are the
latest ones supplied by the vendor.

See “Downloading QChain” on page 53.

Checking Microsoft inventory and vulnerabilities
You can check for vulnerabilities, and change settings to suit your requirements.

See “About Microsoft Vulnerability Analysis ” on page 55.

To alter Microsoft Vulnerability Analysis settings

1 In the Symantec Management Console, on the Settings menu, click All
Settings.

2 In the left pane, click Settings > Software > Patch Management > Microsoft
Settings > Microsoft Vulnerability Analysis.

3 In the right pane, specify how often to report back inventory on the
vulnerability of managed computers in the Interval box.

4 Choose whether to Report Inventory Only if Changed (set by default), or
Always.

5 Check Send inventory summary to send a log of the results back to
Notification Server.

Configuring Patch Management Server Tasks
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6 Donot change the targeted filter fromAllWindowsComputerswith Software
Update Agent Installed Target unless you have a specific reason to do so.

7 Click Apply.

About Microsoft Vulnerability Analysis
This policy periodically inventories operating systems, applications, and installed
patches on managed computers with the Software Update Agent installed. The
policy detects vulnerabilities to knownMicrosoft security problems. Vulnerability
information is then used to determine which software updates the managed
computer requires. Also, from this information filters are automatically created
to assist with the targeting of Software Update policies.

The Microsoft Vulnerability Analysis policy incorporates four policies that were
included in Patch Management Solution for Windows for Windows 6.2.

The policies are as follows:

■ Default Windows OS Inventory Policy

■ Default Windows Software Release Inventory Policy

■ Default Microsoft Inventory Policy

■ Default Microsoft Vulnerability Analysis Policy

See “Checking Microsoft inventory and vulnerabilities” on page 54.

Checking software update package integrity
You can verify that software update packages in software update tasks have the
correct global server settings applied.

See “About Check Software Update Package Integrity ” on page 56.

To check software update package integrity

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > Check Software Update Package Integrity.

3 In the right pane, specify a Schedule to run the task. You must specify a
schedule for the task to run.

You can filter task history results in theGroup by and Search boxes.
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About Check Software Update Package Integrity
This page lets you verify that software update packages in software update tasks
have the correct global server settings. If settings in a vendor policy have changed,
the task checks to ensure that all software update packages have the correct new
settings and values.

See “Checking software update package integrity” on page 55.

Disabling superseded software update tasks
You can disable all software update advertisements whose software updates have
been superseded. We recommend that you use the automatic option.

See “About Disable Superseded Software Update Advertisements” on page 56.

To automatically disable superseded software update tasks

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > Microsoft Patch Management Import.

3 In the right pane, check Disable all Superseded Software Updates.

4 Click Save changes.

To manually disable superseded software update tasks

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
PatchManagement>DisableSupersededSoftwareUpdateAdvertisements.

3 In the right pane, set a schedule if youwant the task to run. Youmust specify
a schedule for the task to run.

You can filter task history results in the Group by and Search boxes.

About Disable Superseded Software Update
Advertisements

A Software Update policy may have several software update advertisements, one
or more of which may be superseded by a newer advertisement. This server task
disables any software update advertisements whose software updates have been
superseded. Schedule this task to run after every download of Microsoft Patch
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Management Import. Each download of the Patch Management Import files may
contain several updated software updates. An obsolete software update is only
disabled if you have already created a new one containing the newer software
update advertisements.

See “Disabling superseded software update tasks” on page 56.

You can configure the automationpolicy SoftwareUpdateAdvertisementDisabled
to notify users when the Disable Superseded Software Update Advertisements
task has run. The automation policy can be found in the Symantec Management
Console by clicking Automation Policies in the Manage menu.

Revising software updates
You can check software update tasks for data integrity issues.

Note: Run this task outside of peak usage times.

See “About Revise Software Updates ” on page 58.

See “Downloading Microsoft Patch Management Import” on page 52.

To automatically revise software updates and Software Update policies

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > Microsoft Patch Management Import.

3 In the right pane, checkAutomaticallyrevisesoftwareupdatepoliciesafter
Patch Management Import.

4 Click Save changes.

To manually revise software updates and Software Update policies

1 In the Symantec Management Console, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, click Jobs and Tasks > System Jobs and Tasks > Software >
Patch Management > Revise Software Updates.

3 In the right pane, select which solutions to apply the task to, and click Save
Changes.

4 In the right pane, set a schedule if youwant the task to run. Youmust specify
a schedule for the task to run.

You can filter task history results in the Group by and Search boxes.
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About Revise Software Updates
This clean up task (disabled by default) checks software update tasks for data
integrity issues. Schedule this task to run after every download ofMicrosoft Patch
Management Import. Each download of the Patch Management Import files may
contain data and fixes for existing software updates. Revise Software Updates
uses the new data to resolve any known issues with software updates. Revising
software updates can also be enabled in theMicrosoft PatchManagement Import
task.

See “Revising software updates” on page 57.
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Using Patch Management
Reports

This chapter includes the following topics:

■ About Patch Management Solution for Windows reports

■ About the Patch Management home page

■ About compliance reports

■ Viewing compliance reports

■ About diagnostic reports

■ About remediation status reports

■ Viewing the software update delivery summary report

■ About software bulletin reports

About Patch Management Solution for Windows
reports

You can view and manage your Patch Management data through reports. These
reports give you information specific to PatchManagement Solution forWindows.
For example, you can use compliance reports to determine how many urgent
software updates your managed computers require.

Reports let you view information in various ways. You can see your information
in tables or graphically in charts. You can also drill down on specific items in a
report to obtain additional information.
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ThePatchManagement homepage is a portal page comprised of a number ofWeb
parts displaying results from commonly used reports.

See “About the Patch Management home page” on page 60.

About the Patch Management home page
Thehomepage is aportal pageprovidingpatchmanagement summary information
at a glance. The page is comprised of a number of Web parts displaying results
from commonly used reports. You cannot customize the portal page directly. If
youwant, you can add patchmanagementWeb parts to other configurable portal
pages. For example, the My Home page.

Table 8-1 Web parts on the Patch Management home page

DescriptionWeb part

Reports on the number of patches that
were executed in the past 30 days and
how many succeeded or did not
complete.

Software Update Delivery Summary

Reports on the number of Patch
Management licenses in use, their
status, and expiration date.

License Status

Reports on the number of software
bulletins available, staged, tasks
created, and new bulletins in the last
30 days.

Software Bulletin Summary

Reports on the number of Microsoft
vulnerabilities that need to be
addressed.

Microsoft Vulnerabilities

An overall configuration summary,
including computers with the software
update agent, computers not reporting
inventory, Microsoft Patch
Management and QChain downloads,
and so on.

Configuration Summary

Microsoft vulnerabilities are displayed
as a graph.

Microsoft Vulnerabilities (graph)

Software update delivery summary in
graph form.

Software Update Delivery Summary
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About compliance reports
Compliance reports are the key to quickly determining what software updates
your managed computers require. Compliance reports are used to determine if
computers are up to date with the latest software updates, and also to check if a
particular software bulletin or update is installed on your managed computers.
This is useful if a specific security issue affects your network environment and
the a certain update addresses the problem. Compliance reports are featured in
the Patch Management home page for easy access.

See “About the Patch Management home page” on page 60.

Another important feature of compliance reports is the ability to start distributing
software updates directly from report results. For example, if youwant to quickly
distribute all critical Microsoft updates, you would sort the report results by
Vendor Severity. Then, right-click all critical updates and select Stage. From this
point you can create Software Update policies to distribute the updates.

Patch management compliance reports are as follows:

■ Microsoft Compliance by Bulletin

■ Microsoft Compliance by Computer

■ Microsoft Compliance by Update

See “Viewing compliance reports” on page 61.

Viewing compliance reports
Compliance reports tell youwhich softwarebulletins orupdatesneed tobe installed
on which computers to address known vulnerabilities.

See “About compliance reports” on page 61.

See “About the Patch Management home page” on page 60.

You can stage or distribute software updates directly from reports by
double-clicking on the update name in the report.

To view Microsoft compliance reports

1 In theSymantecManagementConsole, on theReportsmenu, clickAllReports.

2 In the left pane, clickReports>Software>PatchManagement>Compliance
> Microsoft Compliance by Bulletin, Microsoft Compliance by Computer,
or Microsoft Compliance by Update.
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3 In the right pane, leave the default settings, and click Refresh.

4 For informationabout anupdate, right-click onanyupdate, and clickResource
Manager. Each type of compliance report opens adifferent resourcemanager,
depending on the type of results. For example, Microsoft Compliance by
Computer opens a computer type resource manager.

At the bottom of the Summaries tab, under Additional Information, click
the hyperlink to the Microsoft TechNet article on the bulletin.

About diagnostic reports
Thediagnostics reports folder contains the following reports that summarize and
detail diagnostic information:

■ Microsoft Vulnerability Analysis Summary

■ Software Update Agent Rollout Status

The diagnostics folder can be found in the Symantec Management Console by
clicking All Reports in the Reports menu. It is located under the path Reports >
Software > Patch Management.

About remediation status reports
The remediation status folder contains the following reports that summarize and
detail software update associations and activities:

■ Reboot Status

■ Software Update Delivery Summary

The remediation status folder can be found in the SymantecManagement Console
by clicking All Reports in the Reports menu. It is located under the path Reports
> Software > Patch Management.

Viewing the softwareupdatedelivery summary report
This report summarizes the results of all scheduled Software Update policies. It
tells you which computers the software update tasks target, and if the updates
have been successfully installed. The report also tells you if any software update
tasks failed, or if they have not yet completed.

Using Patch Management Reports
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To view the software update delivery summary report

1 In theSymantecManagementConsole, on theReportsmenu, clickAllReports.

2 In the left pane, clickReports>Software>PatchManagement>Remediation
Status > Software Update Delivery Summary.

3 In the right pane, leave the default settings, and then click Refresh.

About software bulletin reports
The software bulletins reports folder contains the following reports that
summarize and detail software bulletin activity and status:

■ Software Bulletin Details

■ Superseded Bulletins

The software bulletins folder can be found in the SymantecManagement Console
by clicking All Reports in the Reports menu. It is located under the path Reports
> Software > Patch Management.
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